
 

 

Lampiran Istilah-istilah 

 

Istilah 

AES : Advanced Encryption Standard. tipe kunci berupa symetric key  

Bit : Bilangan biner yang memiliki nilai 0 dan 1 

Block cipher : Penyandian blok 

Byte : Kumpulan sejumlah bilangan biner yang terdiri dari delapan bit 

dan mencptakan tempatnya sendiri. 

Cipher : Kode atau penyandian 

Ciphertext : Data yang telah dienkripsi dan tidak dapat dimengerti, pesan input 

pada proses dekripsi, pesan output dari proses enkripsi. 

Invers : Proses merubah dari keadaan yang sudah diubah ke data asal. 

IV : Initialization vector 

NB : Number of block, jumlah blok standar adalah 4 byte(yangterdiri 

dari satu word atau sebanding dengan 32 bit) 

NIST : National Institute of Standards and Technology. 

NK : Number of key, panjang key, dalam AES variasinya 128, 192, 256 

NR : Number of round, banyaknya perputaran atau round 

Plaintext : Pesan asli yang ingin diubah kedalam bentuk yang tidak dapat 

dibaca oleh orang lain yang tidak berhak .input untuk proses 

enkripsi, output untuk proses dekripsi. 

Rijndael : Pencipta Algoritma AES Vincent Rijmen, COSIC ,Belgium dan 

Joan Daemen ,Proton World, Belgium  



 

 

S-box : Substitution box suatu fungsi pemetaan nonlinier yang biasanya 

digunakan pada algoritma penyandian simetrik khususnya pada 

algoritma block cipher. 

Xor : Exclusive Or hasil penjumlahan bilangan biner yang hasilnya 

dimodulo dua. 

Word : Kumpulan bit yang terdiri dari 32 bit aauyang terdiridari 4 byte 

yang menciptakan tempatnya sendiri. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

Lampiran Kode Ascii 

 

 

Kode ascii 

 

 



 

 

 

 

 

 



 

 

Lampiran Enkripsi AES 128, 192, 256  

 

Enkripsi Proses Sesuai kunci 

Proses enkripsi AES 128 

 

 

Proses enkripsi AES 192 

 

 

Proses enkripsi AES 256 

 



 

 

Lampiran Dekripsi AES 128, 192, 256 

 

Dekripsi Proses Sesuai kunci 

Proses dekripsi AES 128 

 

 

Proses dekripsi AES 192 

 

 

Proses dekripsi AES 256 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Lampiran Pengujian Modul Enkripsi 

 

 

 

 

 

 

 

 

 

 



 

 

Lampiran Pengujian Modul Dekripsi 

 

 

 

 

 

 

 

 

 

 



 

 

Lampiran Pengujian Modul About 

 

 

APLIKASI PENGAMANAN SISTEM BASIS DATA

DENGAN MENGGUNAKAN TEKNIK 

KRIPTOGRAFI

Algoritma AES-Rijndael

Block Size 128

Key Size 128, 192, 256

By : ARI (1011500176)

STMIK Atma Luhur Pangkalpinang

Warning! Do not copy this file without copyright Back to menu

 

 

 

 

 

 

 

 

 



 

 

Lampiran Pengujian Modul Help 

 

 

 

 

 

 

 

  

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 



 

 

Lampiran Coding 

 

1. FrmMain 

 Option Explicit 

 #Const SUPPORT_LEVEL = 0     'Default=0 

 Private m_Rijndael As New CRijndael 

Public Property Let Status(TheStatus As String) 

    If Len(TheStatus) = 0 Then 

        Me.Caption = App.Title 

    Else 

        Me.Caption = App.Title & " - " & TheStatus 

    End If 

    Me.Refresh 

End Property 

Private Sub cmdback_Click() 

    Toolbar1.Enabled = True 

    Call Form_Load 

End Sub 

Private Sub cmdEncrypt_Click() 

    Dim pass()        As Byte 

    Dim plaintext()   As Byte 

    Dim ciphertext()  As Byte 

    Dim KeyBits       As Long 

    Dim BlockBits     As Long 

    If Len(Text1.Text) = 0 Then 

        MsgBox "Tidak ada Plaintext" 

    Else 

        If Len(txtPassword.Text) = 0 Then 

            MsgBox "Tidak ada Kunci" 



 

 

        Else 

            KeyBits = cboKeySize.ItemData(cboKeySize.ListIndex) 

            BlockBits = cboBlockSize.ItemData(cboBlockSize.ListIndex) 

            pass = GetPassword 

            Status = "Converting Text" 

             If Check1.Value = 0 Then 

                 plaintext = StrConv(Text1.Text, vbFromUnicode) 

            Else 

                If HexDisplayRev(Text1.Text, plaintext) = 0 Then 

                    MsgBox "Text not Hex data" 

                    Status = "" 

                    Exit Sub 

                End If 

            End If 

            Status = "Encrypting Data" 

#If SUPPORT_LEVEL Then 

            m_Rijndael.SetCipherKey pass, KeyBits, BlockBits 

            m_Rijndael.ArrayEncrypt plaintext, ciphertext, 0, BlockBits 

#Else 

            m_Rijndael.SetCipherKey pass, KeyBits 

            m_Rijndael.ArrayEncrypt plaintext, ciphertext, 0 

#End If 

            Status = "Converting Text" 

            DisplayString Text1, HexDisplay(ciphertext, UBound(ciphertext) + 1, BlockBits \ 8) 

            Status = "" 

        End If 

    End If 

End Sub 

Private Sub cmdDecrypt_Click() 

    Dim pass()        As Byte 



 

 

    Dim plaintext()   As Byte 

    Dim ciphertext()  As Byte 

    Dim KeyBits       As Long 

    Dim BlockBits     As Long 

    If Len(Text1.Text) = 0 Then 

        MsgBox "Tidak ada Ciphertext" 

    Else 

        If Len(txtPassword.Text) = 0 Then 

            MsgBox "Tidak ada Kunci" 

        Else 

            KeyBits = cboKeySize.ItemData(cboKeySize.ListIndex) 

            BlockBits = cboBlockSize.ItemData(cboBlockSize.ListIndex) 

            pass = GetPassword 

            Status = "Converting Text" 

            If HexDisplayRev(Text1.Text, ciphertext) = 0 Then 

                MsgBox "Text not Hex data" 

                Status = "" 

                Exit Sub 

            End If 

            Status = "Decrypting Data" 

#If SUPPORT_LEVEL Then 

            m_Rijndael.SetCipherKey pass, KeyBits, BlockBits 

            If m_Rijndael.ArrayDecrypt(plaintext, ciphertext, 0, BlockBits) <> 0 Then 

                Status = "" 

                Exit Sub 

            End If 

#Else 

            m_Rijndael.SetCipherKey pass, KeyBits 

            If m_Rijndael.ArrayDecrypt(plaintext, ciphertext, 0) <> 0 Then 

                Status = "" 



 

 

                Exit Sub 

            End If 

#End If 

            Status = "Converting Text" 

            If Check1.Value = 0 Then 

                DisplayString Text1, StrConv(plaintext, vbUnicode) 

            Else 

                DisplayString Text1, HexDisplay(plaintext, UBound(plaintext) + 1, BlockBits \ 8) 

            End If 

            Status = "" 

        End If 

    End If 

End Sub 

Private Sub Encrypt() 

    Cmdnc.Enabled = True 

    cmdEncrypt.Enabled = True 

    cmdSave.Enabled = True 

    cmdOpen.Enabled = True 

    cmdback.Enabled = True 

    Cmdnc.Visible = True 

    cmdEncrypt.Visible = True 

    cmdSave.Visible = True 

    cmdOpen.Visible = True 

    Text1.Visible = True 

    Label1.Visible = True 

    Label2.Visible = True 

    Label3.Visible = True 

    txtPassword.Visible = True 

    cboBlockSize.Visible = True 

    cboKeySize.Visible = True 



 

 

    chkTerminal.Visible = True 

    Check1.Visible = True 

    cmdback.Visible = True 

End Sub 

Private Sub Decrypt() 

    Cmdnc.Enabled = True 

    cmdDecrypt.Enabled = True 

    cmdOpen.Enabled = True 

    cmdback.Enabled = True 

    cmdSave.Enabled = True 

    Cmdnc.Visible = True 

    cmdDecrypt.Visible = True 

    cmdOpen.Visible = True 

    Text1.Visible = True 

    cmdSave.Visible = True 

    Label1.Visible = True 

    Label2.Visible = True 

    Label3.Visible = True 

    txtPassword.Visible = True 

    cboBlockSize.Visible = True 

    cboKeySize.Visible = True 

    chkTerminal.Visible = True 

    Check1.Visible = True 

    cmdback.Visible = True 

End Sub 

Private Sub About() 

    Unload FrmMain 

    Load frmAbout 

    frmAbout.Show 

End Sub 



 

 

Private Sub Help() 

    Unload FrmMain 

    Load FrmHelp 

    FrmHelp.Show 

End Sub 

Private Sub Cmdnc_Click() 

    If Cmdnc.Caption = "New" Then 

        Text1.SetFocus 

        Cmdnc.Caption = "Clear" 

    ElseIf Cmdnc.Caption = "Clear" Then 

        Text1.Text = "" 

        Cmdnc.Caption = "New" 

    End If 

End Sub 

Private Sub cmdOpen_Click() 

Dim sFilename As String 

    With CommonDialog1 

    .DialogTitle = "Buka File - file yang telah Disimpan" 

    .Filter = "Microsoft Word(*.doc|*.doc|Text Files(*.txt)|*.txt|All Files(*.*)|*.*|" 

    .InitDir = App.Path 

    .flags = cdlOFNFileMustExist Or cdlOFNHideReadOnly 

    .ShowOpen 

    sFilename = .FileName 

    End With 

    Open sFilename For Input As #1 

    Text1.Text = StrConv(InputB$(LOF(1), 1), vbUnicode) 

Close #1 

    If Right(Text1.Text, 2) = vbCrLf Then _ 

    Text1.Text = Left(Text1.Text, Len(Text1.Text) - 2) 

End Sub 



 

 

Private Sub cmdSave_Click() 

Dim sFilePath As String, Fn As Integer 

    sFilePath = IIf(Right(App.Path, 1) = "\", App.Path, App.Path & "\") 

fnExists: 

    Fn = Fn + 1 

    If FileExists(sFilePath & "crypt" & Fn & ".doc") Then GoTo fnExists 

Open sFilePath & "crypt" & Fn & ".doc" For Output As #1 

Print #1, Text1.Text: Close #1 

    MsgBox "File Disimpan di ..." & vbCrLf & sFilePath & "Crypt" & Fn & ".doc", vbInformation, "Informasi 
Penyimpananan" 

End Sub 

Private Sub Form_Load() 

    Cmdnc.Enabled = False 

    cmdEncrypt.Enabled = False 

    cmdDecrypt.Enabled = False 

    cmdOpen.Enabled = False 

    cmdback.Enabled = False 

    cmdSave.Enabled = False 

    cmdSave.Visible = False 

    Cmdnc.Visible = False 

    cmdEncrypt.Visible = False 

    cmdDecrypt.Visible = False 

    cmdOpen.Visible = False 

    Text1.Visible = False 

    cmdback.Visible = False 

    Label1.Visible = False 

    Label2.Visible = False 

    Label3.Visible = False 

    txtPassword.Visible = False 

    cboBlockSize.Visible = False 



 

 

    cboKeySize.Visible = False 

    chkTerminal.Visible = False 

    Check1.Visible = False 

    Toolbar1.Enabled = True 

End Sub 

Private Sub Toolbar1_ButtonClick(ByVal Button As MSComctlLib.Button) 

    If Button.Index = 1 Then 

        If MsgBox("Apakah anda ingin mencoba button ini ?", vbOKCancel, "Informasi") = vbOK Then 

            Toolbar1.Enabled = False 

            Call Encrypt 

        Else: Call Form_Load 

        End If 

    ElseIf Button.Index = 2 Then 

        If MsgBox("Apakah anda ingin mencoba button ini ?", vbOKCancel, "Informasi") = vbOK Then 

            Toolbar1.Enabled = False 

            Call Decrypt 

        Else: Call Form_Load 

        End If 

    ElseIf Button.Index = 3 Then 

        If MsgBox("Apakah anda ingin mencoba button ini ?", vbOKCancel, "Informasi") = vbOK Then 

        Toolbar1.Enabled = False 

        Call About 

        Else: Call Form_Load 

        End If 

    ElseIf Button.Index = 4 Then 

        If MsgBox("Apakah anda ingin mencoba button ini ?", vbOKCancel, "Informasi") = vbOK Then 

        Toolbar1.Enabled = False 

        Call Help 

        Else: Call Form_Load 

        End If 



 

 

    End If 

End Sub 

Private Sub DisplayString(TheTextBox As TextBox, ByVal TheString As String) 

    If Len(TheString) < 65536 Then 

        TheTextBox.Text = TheString 

    Else 

        MsgBox "Can not assign a String larger than 64k " & vbCrLf & _ 

               "to the Text property of a TextBox control." & vbCrLf & _ 

               "If you need to support Strings longer than 64k," & vbCrLf & _ 

               "you can use a RichTextBox control instead.", vbInformation 

    End If 

End Sub 

Private Function HexDisplay(data() As Byte, n As Long, k As Long) As String 

    Dim i As Long 

    Dim j As Long 

    Dim c As Long 

    Dim data2() As Byte 

    If LBound(data) = 0 Then 

        ReDim data2(n * 4 - 1 + ((n - 1) \ k) * 4) 

        j = 0 

        For i = 0 To n - 1 

            If i Mod k = 0 Then 

                If i <> 0 Then 

                    data2(j) = 32 

                    data2(j + 2) = 32 

                    j = j + 4 

                End If 

            End If 

            c = data(i) \ 16& 

            If c < 10 Then 



 

 

                data2(j) = c + 48     ' "0"..."9" 

            Else 

                data2(j) = c + 55     ' "A"..."F" 

            End If 

            c = data(i) And 15& 

            If c < 10 Then 

                data2(j + 2) = c + 48 ' "0"..."9" 

            Else 

                data2(j + 2) = c + 55 ' "A"..."F" 

            End If 

            j = j + 4 

        Next i 

Debug.Assert j = UBound(data2) + 1 

        HexDisplay = data2 

    End If 

End Function 

Private Function HexDisplayRev(TheString As String, data() As Byte) As Long 

    Dim i As Long 

    Dim j As Long 

    Dim c As Long 

    Dim d As Long 

    Dim n As Long 

    Dim data2() As Byte 

    n = 2 * Len(TheString) 

    data2 = TheString 

    ReDim data(n \ 4 - 1) 

    d = 0 

    i = 0 

    j = 0 

    Do While j < n 



 

 

        c = data2(j) 

        Select Case c 

        Case 48 To 57    '"0" ... "9" 

            If d = 0 Then   'high 

                d = c 

            Else            'low 

                data(i) = (c - 48) Or ((d - 48) * 16&) 

                i = i + 1 

                d = 0 

            End If 

        Case 65 To 70   '"A" ... "F" 

            If d = 0 Then   'high 

                d = c - 7 

            Else            'low 

                data(i) = (c - 55) Or ((d - 48) * 16&) 

                i = i + 1 

                d = 0 

            End If 

        Case 97 To 102  '"a" ... "f" 

            If d = 0 Then   'high 

                d = c - 39 

            Else            'low 

                data(i) = (c - 87) Or ((d - 48) * 16&) 

                i = i + 1 

                d = 0 

            End If 

        End Select 

        j = j + 2 

    Loop 

    n = i 



 

 

    If n = 0 Then 

        Erase data 

    Else 

        ReDim Preserve data(n - 1) 

    End If 

    HexDisplayRev = n 

End Function 

Private Function GetPassword() As Byte() 

    Dim data() As Byte 

    If Check1.Value = 0 Then 

        data = StrConv(txtPassword.Text, vbFromUnicode) 

        ReDim Preserve data(31) 

    Else 

        If HexDisplayRev(txtPassword.Text, data) <> (cboKeySize.ItemData(cboKeySize.ListIndex) \ 8) Then 

            data = StrConv(txtPassword.Text, vbFromUnicode) 

            ReDim Preserve data(31) 

        End If 

    End If 

    GetPassword = data 

End Function 

Private Sub chkTerminal_Click() 

    Static Text1FontName As String 

    Static Text1FontBold As Boolean 

    Static Text1FontSize As Long 

    If chkTerminal.Value = 0 Then 

        Text1.FontName = Text1FontName 

        Text1.FontBold = Text1FontBold 

        Text1.FontSize = Text1FontSize 

    Else 

        Text1FontName = Text1.FontName 



 

 

        Text1FontBold = Text1.FontBold 

        Text1FontSize = Text1.FontSize 

        Text1.FontName = "Terminal" 

    End If 

End Sub 

Private Sub Form_Initialize() 

        cboBlockSize.AddItem "128 Bit" 

        cboBlockSize.ItemData(cboBlockSize.NewIndex) = 128 

    #If SUPPORT_LEVEL = 0 Then 

        cboBlockSize.Enabled = False 

    #Else 

    #If SUPPORT_LEVEL = 2 Then 

        cboBlockSize.AddItem "160 Bit" 

        cboBlockSize.ItemData(cboBlockSize.NewIndex) = 160 

        cmdSizeTest.Visible = True 

    #End If 

        cboBlockSize.AddItem "192 Bit" 

        cboBlockSize.ItemData(cboBlockSize.NewIndex) = 192 

    #If SUPPORT_LEVEL = 2 Then 

        cboBlockSize.AddItem "224 Bit" 

        cboBlockSize.ItemData(cboBlockSize.NewIndex) = 224 

    #End If 

        cboBlockSize.AddItem "256 Bit" 

        cboBlockSize.ItemData(cboBlockSize.NewIndex) = 256 

    #End If 

        cboKeySize.AddItem "128 Bit" 

        cboKeySize.ItemData(cboKeySize.NewIndex) = 128 

    #If SUPPORT_LEVEL = 2 Then 

        cboKeySize.AddItem "160 Bit" 

        cboKeySize.ItemData(cboKeySize.NewIndex) = 160 



 

 

    #End If 

        cboKeySize.AddItem "192 Bit" 

        cboKeySize.ItemData(cboKeySize.NewIndex) = 192 

    #If SUPPORT_LEVEL = 2 Then 

        cboKeySize.AddItem "224 Bit" 

        cboKeySize.ItemData(cboKeySize.NewIndex) = 224 

    #End If 

        cboKeySize.AddItem "256 Bit" 

        cboKeySize.ItemData(cboKeySize.NewIndex) = 256 

        cboBlockSize.ListIndex = 0 

        cboKeySize.ListIndex = 0 

        txtPassword = "" 

        Status = "" 

End Sub 

#If SUPPORT_LEVEL = 2 Then 

Private Sub TestStuff(plaintext As String, passtext As String, ciphertext As String) 

    Dim k As Long 

    Dim p1() As Byte 

    Dim c1() As Byte 

    Dim cdata() As Byte 

    Dim pdata() As Byte 

    Dim pass() As Byte 

    Dim Nk As Long 

    Dim Nb As Long 

    Dim n As Long 

    k = HexDisplayRev(passtext, pass) 

    Nk = k \ 4 

    If Nk * 4 <> k Or Nk < 4 Or Nk > 8 Then Exit Sub 

    n = HexDisplayRev(plaintext, pdata) 

    Nb = n \ 4 



 

 

    If Nb * 4 <> n Or Nb < 4 Or Nb > 8 Then Exit Sub 

    If n <> HexDisplayRev(ciphertext, cdata) Then Exit Sub 

    m_Rijndael.SetCipherKey pass, Nk * 32, Nb * 32 

    m_Rijndael.ArrayEncrypt pdata, c1, 0, Nb * 32 

    m_Rijndael.ArrayDecrypt p1, cdata, 0, Nb * 32 

    Text1.Text = Text1.Text & vbCrLf & "ENCRYPT TEST  " & CStr(Nb * 4) & " byte block, " & CStr(Nk * 4) & " 
byte key" & vbCrLf 

    Text1.Text = Text1.Text & "KEY:          " & passtext & IIf(UCase$(passtext) = HexDisplay(pass, Nk * 4, Nk 
* 4), " = ", "<>") & vbCrLf & String(14, 32) & HexDisplay(pass, Nk * 4, Nk * 4) & vbCrLf 

    Text1.Text = Text1.Text & "PLAINTEXT:    " & plaintext & IIf(UCase$(plaintext) = HexDisplay(p1, Nb * 4, 
Nb * 4), " = ", "<>") & vbCrLf & String(14, 32) & HexDisplay(p1, Nb * 4, Nb * 4) & vbCrLf 

    Text1.Text = Text1.Text & "CIPHERTEXT:   " & ciphertext & IIf(UCase$(ciphertext) = HexDisplay(c1, Nb * 
4, Nb * 4), " = ", "<>") & vbCrLf & String(14, 32) & HexDisplay(c1, Nb * 4, Nb * 4) & vbCrLf 

End Sub 

Private Sub Toolbar2_ButtonClick(ByVal Button As MSComctlLib.Button) 

    If MsgBox("Apakah anda ingin keluar dari program ini ?", vbOKCancel, "Informasi") = vbOK Then 

      Unload Me 

    Else: Call Form_Load 

End If 

End Sub 

2. FrmHelp  

Private Sub a() 

    Txthelp1.Text = "Digunakan untuk menyandikan pesan yang anda ingin dirahasiakan." 

    Txthelp2.Text = "Mengunakan AES,tombol  : New, Save, Proses(Encrypt), Open dan Back to menu." 

    Txthelp3.Text = "Tombol Ok untuk memasuki modul Enkripsi" 

    Txthelp4.Text = "Tombol Cancel untuk kembali kemenu" 

End Sub 

Private Sub b() 

    Txthelp1.Text = "Digunakan untuk mengembalikan pesan yang dirahasiakan kepesan asli." 

    Txthelp2.Text = " Mengunakan AES,tombol: New, Save, Proses(Decrypt), Open dan Back to menu." 

    Txthelp3.Text = "Tombol Ok untuk memasuki modul Dekripsi" 

    Txthelp4.Text = "Tombol Cancel untuk kembali kemenu" 



 

 

End Sub 

Private Sub c() 

    Txthelp1.Text = "Untuk melihatketerangan singkat mengenai program dan pembuatnya." 

    Txthelp2.Text = "copyright , Pangkalpinang 2013." 

    Txthelp3.Text = "Tombol Ok untuk memasuki modul About" 

    Txthelp4.Text = "Tombol Cancel untuk kembali kemenu" 

End Sub 

Private Sub d() 

    Txthelp1.Text = "Untuk membantu user dalam menjalankan dan fungsi pada program." 

    Txthelp2.Text = "Pada list terdapat sejumlah pilihan bantuan yang dapat digunakan oleh User." 

    Txthelp3.Text = "Tombol Ok untuk memasuki modul Help" 

    Txthelp4.Text = "Tombol Cancel untuk kembali kemenu" 

End Sub 

Private Sub e() 

    Txthelp1.Text = "Digunakan untuk keluar dari program yang sedang berjalan." 

    Txthelp3.Text = "Tombol Ok untuk keluar dari program" 

    Txthelp4.Text = "Tombol Cancel untuk membatalkan bila tidak ingin keluar dari program" 

End Sub 

Private Sub f() 

    Txthelp1.Text = "Digunakan untuk memulai input pesan atau untuk membersihkan layar." 

    Txthelp3.Text = "New tombol untuk memulai baru" 

    Txthelp4.Text = "Clear untuk membersihkan pesan" 

End Sub 

Private Sub g() 

    Txthelp1.Text = "Digunakan untuk menyimpan data atau informasi yang anda inginkan." 

    Txthelp2.Text = "Setiap save data akan disimpan dalam bentuk word(.doc) dengan nama CRYPT" 

    Txthelp3.Text = "Tombol Ok untuk menyimpan data crypt ke-n" 

    End Sub 

Private Sub h() 

    Txthelp1.Text = "Digunakan untuk membuka file yang telah anda simpan." 



 

 

    Txthelp2.Text = "File yang dibuka adalah berbentuk word(.doc)tinggal mengetikan file yang dimaksud." 

    Txthelp3.Text = "Tombol Ok untuk membuka file" 

    Txthelp4.Text = "Tombol Cancel untuk kembali kemenu dan tidak jadi membuka file" 

End Sub 

Private Sub i() 

    Txthelp1.Text = "Digunakan untuk Proses menyandikan pesan yang and ingin rahasiakan." 

End Sub 

Private Sub j() 

    Txthelp1.Text = "Digunakan untuk proses mengembalikan pesan yang dirahasiakan kepesan asli." 

End Sub 

Private Sub k() 

    Txthelp1.Text = "Digunakan untuk kembali ke menu Utama." 

End Sub 

Private Sub cmb1_Click() 

    If cmb1.ListIndex = 1 Then 

        Call a 

    ElseIf cmb1.ListIndex = 2 Then 

        Call b 

    ElseIf cmb1.ListIndex = 3 Then 

        Call c 

    ElseIf cmb1.ListIndex = 4 Then 

        Call d 

    ElseIf cmb1.ListIndex = 5 Then 

        Call e 

    ElseIf cmb1.ListIndex = 6 Then 

        Call f 

    ElseIf cmb1.ListIndex = 7 Then 

        Call g 

    ElseIf cmb1.ListIndex = 8 Then 

        Call h 



 

 

    ElseIf cmb1.ListIndex = 9 Then 

        Call i 

    ElseIf cmb1.ListIndex = 10 Then 

        Call j 

    ElseIf cmb1.ListIndex = 11 Then 

        Call k 

    End If 

End Sub 

Private Sub Form_Load() 

    cmb1.List(0) = "<Pilih Data Bantuan>" 

    cmb1.List(1) = "Toolbar Encrypt" 

    cmb1.List(2) = "Toolbar Decrypt" 

    cmb1.List(3) = "Toolbar About" 

    cmb1.List(4) = "Toolbar Help" 

    cmb1.List(5) = "Toolbar Exit" 

    cmb1.List(6) = "Button New" 

    cmb1.List(7) = "Button Save" 

    cmb1.List(8) = "Button Open" 

    cmb1.List(9) = "Button Proses Encrypt" 

    cmb1.List(10) = "Button Proses Decrypt" 

    cmb1.List(11) = "Button Back to menu" 

    cmb1.ListIndex = 0 

End Sub 

Private Sub Form_Unload(Cancel As Integer) 

    Load FrmMain 

    FrmMain.Show 

    Unload frmAbout 

End Sub 

3. FrmAbout 

Private Sub cmdmenu_Click() 



 

 

    Load FrmMain 

    FrmMain.Show 

    Unload frmAbout 

End Sub 

4.  MCommon (modules) 

Option Explicit 

Private Type OPENFILENAME 

    lStructSize       As Long 

    hwndOwner         As Long 

    hInstance         As Long 

    lpstrFilter       As String 

    lpstrCustomFilter As String 

    nMaxCustFilter    As Long 

    nFilterIndex      As Long 

    lpstrFile         As String 

    nMaxFile          As Long 

    lpstrFileTitle    As String 

    nMaxFileTitle     As Long 

    lpstrInitialDir   As String 

    lpstrTitle        As String 

    flags             As Long 

    nFileOffset       As Integer 

    nFileExtension    As Integer 

    lpstrDefExt       As String 

    lCustData         As Long 

    lpfnHook          As Long 

    lpTemplateName    As String 

End Type 

Private Type BrowseInfo 

    hwndOwner         As Long 



 

 

    pIDLRoot          As Long 

    pszDisplayName    As Long 

    lpszTitle         As Long 

    ulFlags           As Long 

    lpfnCallback      As Long 

    lParam            As Long 

    iImage            As Long 

End Type 

Private Const OFN_READONLY             As Long = &H1 

Private Const OFN_OVERWRITEPROMPT      As Long = &H2 

Private Const OFN_HIDEREADONLY         As Long = &H4 

Private Const OFN_NOCHANGEDIR          As Long = &H8 

Private Const OFN_SHOWHELP             As Long = &H10 

Private Const OFN_ENABLEHOOK           As Long = &H20 

Private Const OFN_ENABLETEMPLATE       As Long = &H40 

Private Const OFN_ENABLETEMPLATEHANDLE As Long = &H80 

Private Const OFN_NOVALIDATE           As Long = &H100 

Private Const OFN_ALLOWMULTISELECT     As Long = &H200 

Private Const OFN_EXTENSIONDIFFERENT   As Long = &H400 

Private Const OFN_PATHMUSTEXIST        As Long = &H800 

Private Const OFN_FILEMUSTEXIST        As Long = &H1000 

Private Const OFN_CREATEPROMPT         As Long = &H2000 

Private Const OFN_SHAREAWARE           As Long = &H4000 

Private Const OFN_NOREADONLYRETURN     As Long = &H8000 

Private Const OFN_NOTESTFILECREATE     As Long = &H10000 

Private Const OFN_NONETWORKBUTTON      As Long = &H20000 

Private Const OFN_NOLONGNAMES          As Long = &H40000 

Private Const OFN_EXPLORER             As Long = &H80000 

Private Const OFN_NODEREFERENCELINKS   As Long = &H100000 

Private Const OFN_LONGNAMES            As Long = &H200000 



 

 

Private Const OFN_SHAREFALLTHROUGH     As Long = 2 

Private Const OFN_SHARENOWARN          As Long = 1 

Private Const OFN_SHAREWARN            As Long = 0 

Private Const BrowseForFolders         As Long = &H1 

Private Const BrowseForComputers       As Long = &H1000 

Private Const BrowseForPrinters        As Long = &H2000 

Private Const BrowseForEverything      As Long = &H4000 

Private Const CSIDL_BITBUCKET          As Long = 10 

Private Const CSIDL_CONTROLS           As Long = 3 

Private Const CSIDL_DESKTOP            As Long = 0 

Private Const CSIDL_DRIVES             As Long = 17 

Private Const CSIDL_FONTS              As Long = 20 

Private Const CSIDL_NETHOOD            As Long = 18 

Private Const CSIDL_NETWORK            As Long = 19 

Private Const CSIDL_PERSONAL           As Long = 5 

Private Const CSIDL_PRINTERS           As Long = 4 

Private Const CSIDL_PROGRAMS           As Long = 2 

Private Const CSIDL_RECENT             As Long = 8 

Private Const CSIDL_SENDTO             As Long = 9 

Private Const CSIDL_STARTMENU          As Long = 11 

Private Const MAX_PATH                 As Long = 260 

Private Declare Function GetOpenFileName Lib "comdlg32.dll" Alias "GetOpenFileNameA" (pOpenfilename 
As OPENFILENAME) As Long 

Private Declare Function GetSaveFileName Lib "comdlg32.dll" Alias "GetSaveFileNameA" (pOpenfilename 
As OPENFILENAME) As Long 

Private Declare Sub CoTaskMemFree Lib "ole32.dll" (ByVal hMem As Long) 

Private Declare Function lstrcat Lib "kernel32" Alias "lstrcatA" (ByVal lpString1 As String, ByVal lpString2 As 
String) As Long 

Private Declare Function SHBrowseForFolder Lib "shell32" (lpBI As BrowseInfo) As Long 

Private Declare Function SHGetPathFromIDList Lib "shell32" (ByVal pidList As Long, ByVal lpBuffer As 
String) As Long 



 

 

Private Declare Function SHGetSpecialFolderLocation Lib "shell32" (ByVal hwndOwner As Long, ByVal 
nFolder As Long, ListId As Long) As Long 

Private Declare Function GetWindowsDirectory Lib "kernel32" Alias "GetWindowsDirectoryA" (ByVal lpBuffer 
As String, ByVal nSize As Long) As Long 

Private Declare Function GetSystemDirectory Lib "kernel32" Alias "GetSystemDirectoryA" (ByVal lpBuffer As 
String, ByVal nSize As Long) As Long 

Private Declare Function GetTempPath Lib "kernel32" Alias "GetTempPathA" (ByVal nBufferLength As Long, 
ByVal lpBuffer As String) As Long 

Private Declare Function GetTempFileName Lib "kernel32" Alias "GetTempFileNameA" (ByVal lpszPath As 
String, ByVal lpPrefixString As String, ByVal wUnique As Long, ByVal lpTempFileName As String) As Long 

Private Declare Function GetModuleHandle Lib "kernel32" Alias "GetModuleHandleA" (ByVal lpModuleName 
As String) As Long 

Private Declare Function GetModuleFileName Lib "kernel32" Alias "GetModuleFileNameA" (ByVal hModule 
As Long, ByVal lpFileName As String, ByVal nSize As Long) As Long 

Private Declare Function GetShortPathName Lib "kernel32" Alias "GetShortPathNameA" (ByVal 
lpszLongPath As String, ByVal lpszShortPath As String, ByVal cchBuffer As Long) As Long 

Private Declare Function GetTickCount Lib "kernel32" () As Long 

Public Function FileDialog(FormObject As Form, SaveDialog As Boolean, ByVal Title As String, ByVal Filter 
As String, Optional ByVal FileName As String, Optional ByVal Extention As String, Optional ByVal InitDir As 
String) As String 

    Dim OFN   As OPENFILENAME 

    Dim r     As Long 

    If Len(FileName) > MAX_PATH Then Call MsgBox("Filename Length Overflow", vbExclamation, App.Title 
+ " - FileDialog Function"): Exit Function 

    FileName = FileName + String(MAX_PATH - Len(FileName), 0) 

    With OFN 

        .lStructSize = Len(OFN) 

        .hwndOwner = 0 ' FormObject.hwnd 

        .hInstance = App.hInstance 

        .lpstrFilter = Replace(Filter, "|", vbNullChar) 

        .lpstrFile = FileName 

        .nMaxFile = MAX_PATH 

        .lpstrFileTitle = Space$(MAX_PATH - 1) 

        .nMaxFileTitle = MAX_PATH 

        .lpstrInitialDir = InitDir 



 

 

        .lpstrTitle = Title 

        .flags = OFN_HIDEREADONLY Or OFN_OVERWRITEPROMPT Or OFN_CREATEPROMPT 

        .lpstrDefExt = Extention 

    End With 

Dim L As Long 

L = GetTickCount 

    If SaveDialog Then r = GetSaveFileName(OFN) Else r = GetOpenFileName(OFN) 

If GetTickCount - L < 20 Then 

OFN.lpstrFile = "" 

If SaveDialog Then r = GetSaveFileName(OFN) Else r = GetOpenFileName(OFN) 

End If 

    If r = 1 Then FileDialog = Left$(OFN.lpstrFile, InStr(1, OFN.lpstrFile + vbNullChar, vbNullChar) - 1) 

End Function 

Public Function BrowseFolders(FormObject As Form, sMessage As String) As String 

    Dim b As BrowseInfo 

    Dim r As Long 

    Dim L As Long 

    Dim f As String 

    FormObject.Enabled = False 

    With b 

        .hwndOwner = FormObject.hWnd 

        .lpszTitle = lstrcat(sMessage, "") 

        .ulFlags = BrowseForFolders 

    End With 

    SHGetSpecialFolderLocation FormObject.hWnd, CSIDL_DRIVES, b.pIDLRoot 

    r = SHBrowseForFolder(b) 

    If r <> 0 Then     'A zero would mean cancel was pressed 

        f = String(MAX_PATH, vbNullChar) 

        SHGetPathFromIDList r, f 

        CoTaskMemFree r 



 

 

        L = InStr(1, f, vbNullChar) - 1 

        If L < 0 Then L = 0 

        f = Left(f, L) 

        AddSlash f 

    End If 

    BrowseFolders = f 

    FormObject.Enabled = True 

End Function 

Public Property Get WindowsDirectory() As String 

    Static r As String 

    If Len(r) = 0 Then 

        Dim L As Long 

        L = MAX_PATH 

        r = String(L, 0) 

        L = GetWindowsDirectory(r, L) 

        If L > 0 Then 

            r = Left$(r, L) 

            AddSlash r 

        Else 

            r = "" 

        End If 

    End If 

    WindowsDirectory = r 

End Property 

Public Property Get WindowsTempDirectory() As String 

    Static m_WindowsTempDirectory As String 

    If Len(m_WindowsTempDirectory) = 0 Then 

        Dim Buffer As String 

        Dim Length As Long 

        Buffer = String(MAX_PATH, 0) 



 

 

        Length = GetTempPath(MAX_PATH, Buffer) 

        If Length > 0 Then 

            m_WindowsTempDirectory = Left$(Buffer, Length) 

            AddSlash m_WindowsTempDirectory 

        End If 

    End If 

    WindowsTempDirectory = m_WindowsTempDirectory 

End Property 

Public Property Get WindowsSystemDirectory() As String 

    Static m_WindowsSystemDirectory As String 

    If Len(m_WindowsSystemDirectory) = 0 Then 

        Dim Buffer As String 

        Dim Length As Long 

        Buffer = String(MAX_PATH, 0) 

        Length = GetSystemDirectory(Buffer, MAX_PATH) 

        If Length > 0 Then 

            m_WindowsSystemDirectory = Left$(Buffer, Length) 

            AddSlash m_WindowsSystemDirectory 

        End If 

    End If 

    WindowsSystemDirectory = m_WindowsSystemDirectory 

End Property 

Public Property Get AppPath() As String 

    Static m_AppPath As String 'Returns Program EXE File Name 

    If Len(m_AppPath) = 0 Then 

        Dim ret As Long 

        Dim Length As Long 

        Dim FilePath As String 

        Dim FileHandle As Long 

        FilePath = String(MAX_PATH, 0) 



 

 

        FileHandle = GetModuleHandle(App.EXEName) 

        ret = GetModuleFileName(FileHandle, FilePath, MAX_PATH) 

        Length = InStr(1, FilePath, vbNullChar) - 1 

        If Length > 0 Then m_AppPath = Left$(FilePath, Length) 

    End If 

    AppPath = m_AppPath 

End Property 

Public Property Get DefaultSettingsFile() As String 

    Static m_DefaultSettingsFile As String 

    If Len(m_DefaultSettingsFile) = 0 Then m_DefaultSettingsFile = FileTitleOnly(AppPath, True) & 
"Settings.Dat" 

    DefaultSettingsFile = m_DefaultSettingsFile 

End Property 

Public Property Get DefaultLegendFile() As String 

    Static m_DefaultLegendFile As String 

    If Len(m_DefaultLegendFile) = 0 Then m_DefaultLegendFile = FileTitleOnly(AppPath, True) & 
"Legends.Txt" 

    DefaultLegendFile = m_DefaultLegendFile 

End Property 

Public Function FileExists(FileName As String) As Boolean 

    If Len(FileName) > 0 Then FileExists = (Len(Dir(FileName, vbNormal Or vbReadOnly Or vbHidden Or 
vbSystem Or vbArchive)) > 0) 

End Function 

Public Function DirectoryExists(ByVal Directory As String) As Boolean 

    AddSlash Directory 

    DirectoryExists = Len(Directory) > 0 And Len(Dir(Directory + "*.*", vbDirectory)) > 0 

End Function 

Public Function FileTitleOnly(FileName As String, Optional ReturnDirectory As Boolean) As String 

    If ReturnDirectory Then 

        FileTitleOnly = Left$(FileName, InStrRev(FileName, "\")) 

    Else 



 

 

        FileTitleOnly = Right$(FileName, Len(FileName) - InStrRev(FileName, "\")) 

    End If 

End Function 

Public Sub AddSlash(Directory As String) 

    If InStrRev(Directory, "\") <> Len(Directory) Then Directory = Directory + "\" 

End Sub 

Public Sub RemoveSlash(Directory As String) 

    If Len(Directory) > 3 And InStrRev(Directory, "\") = Len(Directory) Then Directory = Left$(Directory, 
Len(Directory) - 1) 

End Sub 

Public Sub RidFile(FileName As String) 

    If FileExists(FileName) Then 

        SetAttr FileName, vbNormal 

        Kill FileName 

    End If 

End Sub 

Public Function GetShortName(ByVal FileName As String) As String 

    Dim Buffer As String 

    Dim Length As Long 

    Buffer = String(MAX_PATH, 0) 

    Length = GetShortPathName(FileName, Buffer, MAX_PATH) 

    If Length > 0 Then GetShortName = Left$(Buffer, Length) 

End Function 

Public Function CreateTempFile(Optional ByVal Prefix As String, Optional Directory As String) As String 

    Dim Buffer As String 'This code will CREATE a new temp file with a unique filename 

    Dim Length As Long 

    Buffer = String(MAX_PATH, 0) 

    If Len(Prefix) = 0 Then Prefix = Left$(App.Title + "TMP", 3) 

    If Not DirectoryExists(Directory) Then Directory = WindowsTempDirectory 

    If GetTempFileName(Directory, Prefix, 0&, Buffer) = 0 Then Exit Function 



 

 

    Length = InStr(1, Buffer, vbNullChar) - 1 

    If Length > 0 Then CreateTempFile = Left$(Buffer, Length) 

End Function 

Public Function CreatePath(ByVal Path As String) As Boolean 

    On Error GoTo Fail 

    Dim i As Integer 

    Dim s As String 

    AddSlash Path 

    Do 

        i = InStr(i + 1, Path, "\") 

        If i = 0 Then Exit Do 

        s = Left$(Path, i - 1) 

        If Not DirectoryExists(s) Then MkDir s 

    Loop Until i = Len(Path) 

    If DirectoryExists(Path) Then 

        CreatePath = True 

        Exit Function 

    End If 

Fail: 

Call MsgBox(IIf(Err.Number = 0, "", "Error " + CStr(Err.Number) + ": " + Err.Description + vbCrLf) + "Could 
Not Create/Access Directory:" + vbCrLf + vbCrLf + Chr$(34) + Path + Chr$(34), vbExclamation, App.Title + " 
- CreatePath Function") 

End Function 

5.  CRijndael (class modules ) 

Option Explicit 

#Const SUPPORT_LEVEL = 0     'Default=0 

#Const COMPILE_CONSTANTS = 0 'Default=0 

Private Te0(255)      As Long 

Private Te1(255)      As Long 

Private Te2(255)      As Long 

Private Te3(255)      As Long 



 

 

Private Te4(255)      As Long 

Private Td0(255)      As Long 

Private Td1(255)      As Long 

Private Td2(255)      As Long 

Private Td3(255)      As Long 

Private Td4(255)      As Long 

#If SUPPORT_LEVEL Then 

Private rco(28)       As Long 

#Else 

Private rco(9)        As Long 

#End If 

Private Nr            As Long 

#If SUPPORT_LEVEL Then 

Private fkey(119)     As Long 

Private rkey(119)     As Long 

#Else 

Private fkey(59)      As Long 

Private rkey(59)      As Long 

#End If 

Private Const MaxFileChunkSize As Long = 4000000 

Private Declare Sub CopyMemory Lib "kernel32" Alias "RtlMoveMemory" (Destination As Any, Source As 
Any, ByVal Length As Long) 

Private Sub CreateDecryptionKeys(Nb As Long) 

    Dim i    As Long 

    Dim j    As Long 

    Dim k    As Long 

    Dim s(3) As Byte 

    i = 0 

    j = Nb * Nr 

    For k = 0 To Nr 



 

 

        CopyMemory rkey(i), fkey(j), Nb * 4& 

        i = i + Nb 

        j = j - Nb 

    Next k 

    For i = Nb To Nb * Nr - 1 

        CopyMemory s(0), rkey(i), 4& 

        rkey(i) = Td0(Te4(s(0)) And &HFF&) Xor  Td1(Te4(s(1)) And &HFF&) Xor _ 

                  Td2(Te4(s(2)) And &HFF&) Xor Td3(Te4(s(3)) And &HFF&) 

    Next i 

End Sub 

#If SUPPORT_LEVEL Then 

Public Function SetCipherKey(pass() As Byte, KeyBits As Long, BlockBits As Long) As Long 

#Else 

Public Function SetCipherKey(pass() As Byte, KeyBits As Long) As Long 

#End If 

    Dim i    As Long 

    Dim j    As Long 

    Dim s(3) As Byte 

#If SUPPORT_LEVEL Then 

    Select Case BlockBits 

    Case 128 

#End If 

    '128 bit block size 

    Select Case KeyBits 

    Case 128 

        i = 4 

        CopyMemory fkey(0), pass(0), 4& * i 

        For j = 0 To 9 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 4) Xor (Te4(s(0)) And &HFF000000)   Xor (Te4(s(3)) And &HFF0000) _ 



 

 

                                  Xor (Te4(s(2)) And &HFF00&)  Xor (Te4(s(1)) And &HFF&) Xor rco(j) 

            fkey(i + 1) = fkey(i - 3) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 2) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 1) Xor fkey(i + 2) 

            i = i + 4 

        Next j 

        Nr = 10 

#If SUPPORT_LEVEL = 2 Then 

    Case 160 

        i = 5 

        j = 0 

        CopyMemory fkey(0), pass(0), 4& * i 

        Do 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 5) Xor (Te4(s(0)) And &HFF000000)  Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&)  Xor (Te4(s(1)) And &HFF&)  Xor rco(j) 

            fkey(i + 1) = fkey(i - 4) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 3) Xor fkey(i + 1) 

            If j = 8 Then Exit Do 

            fkey(i + 3) = fkey(i - 2) Xor fkey(i + 2) 

            fkey(i + 4) = fkey(i - 1) Xor fkey(i + 3) 

            i = i + 5 

            j = j + 1 

        Loop 

        Nr = 11 

#End If 

    Case 192 

        i = 6 

        j = 0 

        CopyMemory fkey(0), pass(0), 4& * i 



 

 

        Do 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 6) Xor (Te4(s(0)) And &HFF000000) Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&) Xor (Te4(s(1)) And &HFF&) Xor rco(j) 

            fkey(i + 1) = fkey(i - 5) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 4) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 3) Xor fkey(i + 2) 

            If j = 7 Then Exit Do 

            fkey(i + 4) = fkey(i - 2) Xor fkey(i + 3) 

            fkey(i + 5) = fkey(i - 1) Xor fkey(i + 4) 

            i = i + 6 

            j = j + 1 

        Loop 

        Nr = 12 

#If SUPPORT_LEVEL = 2 Then 

    Case 224 

        i = 7 

        CopyMemory fkey(0), pass(0), 4& * i 

        For j = 0 To 6 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 7) Xor (Te4(s(0)) And &HFF000000) Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&)  Xor (Te4(s(1)) And &HFF&) Xor rco(j) 

            fkey(i + 1) = fkey(i - 6) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 5) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 4) Xor fkey(i + 2) 

            CopyMemory s(0), fkey(i + 3), 4& 

            fkey(i + 4) = fkey(i - 3) Xor (Te4(s(3)) And &HFF000000) Xor (Te4(s(2)) And &HFF0000) _ 

                                      Xor (Te4(s(1)) And &HFF00&)  Xor (Te4(s(0)) And &HFF&) 

            fkey(i + 5) = fkey(i - 2) Xor fkey(i + 4) 

            fkey(i + 6) = fkey(i - 1) Xor fkey(i + 5) 



 

 

            i = i + 7 

        Next j 

        Nr = 13 

#End If 

    Case 256 

        i = 8 

        j = 0 

        CopyMemory fkey(0), pass(0), 4& * i 

        Do 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 8) Xor (Te4(s(0)) And &HFF000000) Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&) Xor (Te4(s(1)) And &HFF&) Xor rco(j) 

            fkey(i + 1) = fkey(i - 7) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 6) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 5) Xor fkey(i + 2) 

            If j = 6 Then Exit Do 

            CopyMemory s(0), fkey(i + 3), 4& 

            fkey(i + 4) = fkey(i - 4) Xor (Te4(s(3)) And &HFF000000)  Xor (Te4(s(2)) And &HFF0000) _ 

                                      Xor (Te4(s(1)) And &HFF00&)  Xor (Te4(s(0)) And &HFF&) 

            fkey(i + 5) = fkey(i - 3) Xor fkey(i + 4) 

            fkey(i + 6) = fkey(i - 2) Xor fkey(i + 5) 

            fkey(i + 7) = fkey(i - 1) Xor fkey(i + 6) 

            i = i + 8 

            j = j + 1 

        Loop 

        Nr = 14 

    Case Else 

        Err.Raise 1, , "cRijndael.SetCipherKey - Illegal KeyBits Value" 

        SetCipherKey = 1 

        Exit Function 



 

 

    End Select 
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#If SUPPORT_LEVEL Then 

#If SUPPORT_LEVEL = 2 Then 

    Case 160 

'160 bit block size 

    Select Case KeyBits 

    Case 128 

        i = 4 

        CopyMemory fkey(0), pass(0), 4& * i 

        For j = 0 To 13 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 4) Xor (Te4(s(0)) And &HFF000000)  Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&)   Xor (Te4(s(1)) And &HFF&)  Xor rco(j) 

            fkey(i + 1) = fkey(i - 3) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 2) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 1) Xor fkey(i + 2) 

            i = i + 4 

        Next j 

        Nr = 11 

    Case 160 

        i = 5 

        CopyMemory fkey(0), pass(0), 4& * i 

        For j = 0 To 10 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 5) Xor (Te4(s(0)) And &HFF000000) Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&)  Xor (Te4(s(1)) And &HFF&)  Xor rco(j) 

            fkey(i + 1) = fkey(i - 4) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 3) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 2) Xor fkey(i + 2) 



 

 

            fkey(i + 4) = fkey(i - 1) Xor fkey(i + 3) 

            i = i + 5 

        Next j 

        Nr = 11 

    Case 192 

        i = 6 

        j = 0 

        CopyMemory fkey(0), pass(0), 4& * i 

        Do 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 6) Xor (Te4(s(0)) And &HFF000000) Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&)  Xor (Te4(s(1)) And &HFF&) Xor rco(j) 

            fkey(i + 1) = fkey(i - 5) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 4) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 3) Xor fkey(i + 2) 

            fkey(i + 4) = fkey(i - 2) Xor fkey(i + 3) 

            If j = 9 Then Exit Do 

            fkey(i + 5) = fkey(i - 1) Xor fkey(i + 4) 

            i = i + 6 

            j = j + 1 

        Loop 

        Nr = 12 

    Case 224 

        i = 7 

        CopyMemory fkey(0), pass(0), 4& * i 

        For j = 0 To 8 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 7) Xor (Te4(s(0)) And &HFF000000)  Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&)  Xor (Te4(s(1)) And &HFF&) Xor rco(j) 

            fkey(i + 1) = fkey(i - 6) Xor fkey(i) 



 

 

            fkey(i + 2) = fkey(i - 5) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 4) Xor fkey(i + 2) 

            CopyMemory s(0), fkey(i + 3), 4& 

            fkey(i + 4) = fkey(i - 3) Xor (Te4(s(3)) And &HFF000000) Xor (Te4(s(2)) And &HFF0000) _ 

                                      Xor (Te4(s(1)) And &HFF00&)  Xor (Te4(s(0)) And &HFF&) 

            fkey(i + 5) = fkey(i - 2) Xor fkey(i + 4) 

            fkey(i + 6) = fkey(i - 1) Xor fkey(i + 5) 

            i = i + 7 

        Next j 

        Nr = 13 

    Case 256 

        i = 8 

        j = 0 

        CopyMemory fkey(0), pass(0), 4& * i 

        Do 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 8) Xor (Te4(s(0)) And &HFF000000) Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&) Xor (Te4(s(1)) And &HFF&) Xor rco(j) 

            fkey(i + 1) = fkey(i - 7) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 6) Xor fkey(i + 1) 

            If j = 8 Then Exit Do 

            fkey(i + 3) = fkey(i - 5) Xor fkey(i + 2) 

            CopyMemory s(0), fkey(i + 3), 4& 

            fkey(i + 4) = fkey(i - 4) Xor (Te4(s(3)) And &HFF000000) Xor (Te4(s(2)) And &HFF0000) _ 

                                      Xor (Te4(s(1)) And &HFF00&)  Xor (Te4(s(0)) And &HFF&) 

            fkey(i + 5) = fkey(i - 3) Xor fkey(i + 4) 

            fkey(i + 6) = fkey(i - 2) Xor fkey(i + 5) 

            fkey(i + 7) = fkey(i - 1) Xor fkey(i + 6) 

            i = i + 8 

            j = j + 1 



 

 

        Loop 

        Nr = 14 

    Case Else 

        Err.Raise 1, , "cRijndael.SetCipherKey - Illegal KeyBits Value" 

        SetCipherKey = 1 

        Exit Function 

    End Select 
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#End If 

    Case 192 

    Select Case KeyBits 

    Case 128 

        i = 4 

        j = 0 

        CopyMemory fkey(0), pass(0), 4& * i 

        Do 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 4) Xor (Te4(s(0)) And &HFF000000) Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&) Xor (Te4(s(1)) And &HFF&) Xor rco(j) 

            fkey(i + 1) = fkey(i - 3) Xor fkey(i) 

            If j = 18 Then Exit Do 

            fkey(i + 2) = fkey(i - 2) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 1) Xor fkey(i + 2) 

            i = i + 4 

            j = j + 1 

        Loop 

        Nr = 12 

#If SUPPORT_LEVEL = 2 Then 

    Case 160 

        i = 5 



 

 

        j = 0 

        CopyMemory fkey(0), pass(0), 4& * i 

        Do 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 5) Xor (Te4(s(0)) And &HFF000000) Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&) Xor (Te4(s(1)) And &HFF&)  Xor rco(j) 

            fkey(i + 1) = fkey(i - 4) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 3) Xor fkey(i + 1) 

            If j = 14 Then Exit Do 

            fkey(i + 3) = fkey(i - 2) Xor fkey(i + 2) 

            fkey(i + 4) = fkey(i - 1) Xor fkey(i + 3) 

            i = i + 5 

            j = j + 1 

        Loop 

        Nr = 12 

#End If 

    Case 192 

        i = 6 

        CopyMemory fkey(0), pass(0), 4& * i 

        For j = 0 To 11 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 6) Xor (Te4(s(0)) And &HFF000000)  Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&) Xor (Te4(s(1)) And &HFF&)  Xor rco(j) 

            fkey(i + 1) = fkey(i - 5) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 4) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 3) Xor fkey(i + 2) 

            fkey(i + 4) = fkey(i - 2) Xor fkey(i + 3) 

            fkey(i + 5) = fkey(i - 1) Xor fkey(i + 4) 

            i = i + 6 

        Next j 



 

 

        Nr = 12 

#If SUPPORT_LEVEL = 2 Then 

    Case 224 '(Nr+1)*Nb/Nk  (when to exit) 

        i = 7 

        CopyMemory fkey(0), pass(0), 4& * i 

        For j = 0 To 10 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 7) Xor (Te4(s(0)) And &HFF000000) Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&)  Xor (Te4(s(1)) And &HFF&)  Xor rco(j) 

            fkey(i + 1) = fkey(i - 6) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 5) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 4) Xor fkey(i + 2) 

            CopyMemory s(0), fkey(i + 3), 4& 

            fkey(i + 4) = fkey(i - 3) Xor (Te4(s(3)) And &HFF000000) _ Xor (Te4(s(2)) And &HFF0000) _ 

                                      Xor (Te4(s(1)) And &HFF00&)  Xor (Te4(s(0)) And &HFF&) 

            fkey(i + 5) = fkey(i - 2) Xor fkey(i + 4) 

            fkey(i + 6) = fkey(i - 1) Xor fkey(i + 5) 

            i = i + 7 

        Next j 

        Nr = 13 

#End If 

    Case 256 

        i = 8 

        j = 0 

        CopyMemory fkey(0), pass(0), 4& * i 

        Do 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 8) Xor (Te4(s(0)) And &HFF000000) Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&) Xor (Te4(s(1)) And &HFF&)Xor rco(j) 

            fkey(i + 1) = fkey(i - 7) Xor fkey(i) 



 

 

            If j = 10 Then Exit Do 

            fkey(i + 2) = fkey(i - 6) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 5) Xor fkey(i + 2) 

            CopyMemory s(0), fkey(i + 3), 4& 

            fkey(i + 4) = fkey(i - 4) Xor (Te4(s(3)) And &HFF000000)  Xor (Te4(s(2)) And &HFF0000) _ 

                                      Xor (Te4(s(1)) And &HFF00&) Xor (Te4(s(0)) And &HFF&) 

            fkey(i + 5) = fkey(i - 3) Xor fkey(i + 4) 

            fkey(i + 6) = fkey(i - 2) Xor fkey(i + 5) 

            fkey(i + 7) = fkey(i - 1) Xor fkey(i + 6) 

            i = i + 8 

            j = j + 1 

        Loop 

        Nr = 14 

    Case Else 

        Err.Raise 1, , "cRijndael.SetCipherKey - Illegal KeyBits Value" 

        SetCipherKey = 1 

        Exit Function 

    End Select 
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#If SUPPORT_LEVEL = 2 Then 

    Case 224 

'224 bit block size 

    Select Case KeyBits 

    Case 128 

        i = 4 

        j = 0 

        CopyMemory fkey(0), pass(0), 4& * i 

        Do 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 4) Xor (Te4(s(0)) And &HFF000000) Xor (Te4(s(3)) And &HFF0000) _ 



 

 

                                  Xor (Te4(s(2)) And &HFF00&)  Xor (Te4(s(1)) And &HFF&)Xor rco(j) 

            fkey(i + 1) = fkey(i - 3) Xor fkey(i) 

            If j = 23 Then Exit Do 

            fkey(i + 2) = fkey(i - 2) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 1) Xor fkey(i + 2) 

            i = i + 4 

            j = j + 1 

        Loop 

        Nr = 13 

    Case 160 

        i = 5 

        j = 0 

        CopyMemory fkey(0), pass(0), 4& * i 

        Do 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 5) Xor (Te4(s(0)) And &HFF000000)Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&) Xor (Te4(s(1)) And &HFF&)  Xor rco(j) 

            fkey(i + 1) = fkey(i - 4) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 3) Xor fkey(i + 1) 

            If j = 18 Then Exit Do 

            fkey(i + 3) = fkey(i - 2) Xor fkey(i + 2) 

            fkey(i + 4) = fkey(i - 1) Xor fkey(i + 3) 

            i = i + 5 

            j = j + 1 

        Loop 

        Nr = 13 

    Case 192 

        i = 6 

        j = 0 

        CopyMemory fkey(0), pass(0), 4& * i 



 

 

        Do 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 6) Xor (Te4(s(0)) And &HFF000000) Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&) Xor (Te4(s(1)) And &HFF&) Xor rco(j) 

            fkey(i + 1) = fkey(i - 5) Xor fkey(i) 

            If j = 15 Then Exit Do 

            fkey(i + 2) = fkey(i - 4) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 3) Xor fkey(i + 2) 

            fkey(i + 4) = fkey(i - 2) Xor fkey(i + 3) 

            fkey(i + 5) = fkey(i - 1) Xor fkey(i + 4) 

            i = i + 6 

            j = j + 1 

        Loop 

        Nr = 13 

    Case 224 

        i = 7 

        CopyMemory fkey(0), pass(0), 4& * i 

        For j = 0 To 12 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 7) Xor (Te4(s(0)) And &HFF000000) Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&) Xor (Te4(s(1)) And &HFF&) Xor rco(j) 

            fkey(i + 1) = fkey(i - 6) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 5) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 4) Xor fkey(i + 2) 

            CopyMemory s(0), fkey(i + 3), 4& 

            fkey(i + 4) = fkey(i - 3) Xor (Te4(s(3)) And &HFF000000) Xor (Te4(s(2)) And &HFF0000)_ 

                                      Xor (Te4(s(1)) And &HFF00&) Xor (Te4(s(0)) And &HFF&) 

            fkey(i + 5) = fkey(i - 2) Xor fkey(i + 4) 

            fkey(i + 6) = fkey(i - 1) Xor fkey(i + 5) 

            i = i + 7 



 

 

        Next j 

        Nr = 13 

    Case 256 

        i = 8 

        j = 0 

        CopyMemory fkey(0), pass(0), 4& * i 

        Do 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 8) Xor (Te4(s(0)) And &HFF000000) Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&) Xor (Te4(s(1)) And &HFF&)Xor rco(j) 

            If j = 12 Then Exit Do 

            fkey(i + 1) = fkey(i - 7) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 6) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 5) Xor fkey(i + 2) 

            CopyMemory s(0), fkey(i + 3), 4& 

            fkey(i + 4) = fkey(i - 4) Xor (Te4(s(3)) And &HFF000000)  Xor (Te4(s(2)) And &HFF0000) _ 

                                      Xor (Te4(s(1)) And &HFF00&)  Xor (Te4(s(0)) And &HFF&) 

            fkey(i + 5) = fkey(i - 3) Xor fkey(i + 4) 

            fkey(i + 6) = fkey(i - 2) Xor fkey(i + 5) 

            fkey(i + 7) = fkey(i - 1) Xor fkey(i + 6) 

            i = i + 8 

            j = j + 1 

        Loop 

        Nr = 14 

    Case Else 

        Err.Raise 1, , "cRijndael.SetCipherKey - Illegal KeyBits Value" 

        SetCipherKey = 1 

        Exit Function 

    End Select 
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#End If 

    Case 256 

    '256 bit block size 

    Select Case KeyBits 

    Case 128 

        i = 4 

        CopyMemory fkey(0), pass(0), 4& * i 

        For j = 0 To 28 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 4) Xor (Te4(s(0)) And &HFF000000)  Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&) Xor (Te4(s(1)) And &HFF&) Xor rco(j) 

            fkey(i + 1) = fkey(i - 3) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 2) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 1) Xor fkey(i + 2) 

            i = i + 4 

        Next j 

        Nr = 14 

#If SUPPORT_LEVEL = 2 Then 

    Case 160 

        i = 5 

        CopyMemory fkey(0), pass(0), 4& * i 

        For j = 0 To 22 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 5) Xor (Te4(s(0)) And &HFF000000) Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&)  Xor (Te4(s(1)) And &HFF&) Xor rco(j) 

            fkey(i + 1) = fkey(i - 4) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 3) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 2) Xor fkey(i + 2) 

            fkey(i + 4) = fkey(i - 1) Xor fkey(i + 3) 

            i = i + 5 



 

 

        Next j 

        Nr = 14 

#End If 

    Case 192 

        i = 6 

        CopyMemory fkey(0), pass(0), 4& * i 

        For j = 0 To 18 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 6) Xor (Te4(s(0)) And &HFF000000) Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&)  Xor (Te4(s(1)) And &HFF&) Xor rco(j) 

            fkey(i + 1) = fkey(i - 5) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 4) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 3) Xor fkey(i + 2) 

            fkey(i + 4) = fkey(i - 2) Xor fkey(i + 3) 

            fkey(i + 5) = fkey(i - 1) Xor fkey(i + 4) 

            i = i + 6 

        Next j 

        Nr = 14 

#If SUPPORT_LEVEL = 2 Then 

    Case 224 

        i = 7 

        j = 0 

        CopyMemory fkey(0), pass(0), 4& * i 

        Do 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 7) Xor (Te4(s(0)) And &HFF000000)  Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&)  Xor (Te4(s(1)) And &HFF&) Xor rco(j) 

            If j = 16 Then Exit Do 

            fkey(i + 1) = fkey(i - 6) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 5) Xor fkey(i + 1) 



 

 

            fkey(i + 3) = fkey(i - 4) Xor fkey(i + 2) 

            CopyMemory s(0), fkey(i + 3), 4& 

            fkey(i + 4) = fkey(i - 3) Xor (Te4(s(3)) And &HFF000000)  Xor (Te4(s(2)) And &HFF0000) _ 

                                      Xor (Te4(s(1)) And &HFF00&)  Xor (Te4(s(0)) And &HFF&) 

            fkey(i + 5) = fkey(i - 2) Xor fkey(i + 4) 

            fkey(i + 6) = fkey(i - 1) Xor fkey(i + 5) 

            i = i + 7 

            j = j + 1 

        Loop 

        Nr = 14 

#End If 

    Case 256 

        i = 8 

        CopyMemory fkey(0), pass(0), 4& * i 

        For j = 0 To 13 

            CopyMemory s(0), fkey(i - 1), 4& 

            fkey(i) = fkey(i - 8) Xor (Te4(s(0)) And &HFF000000)  Xor (Te4(s(3)) And &HFF0000) _ 

                                  Xor (Te4(s(2)) And &HFF00&)  Xor (Te4(s(1)) And &HFF&)  Xor rco(j) 

            fkey(i + 1) = fkey(i - 7) Xor fkey(i) 

            fkey(i + 2) = fkey(i - 6) Xor fkey(i + 1) 

            fkey(i + 3) = fkey(i - 5) Xor fkey(i + 2) 

            CopyMemory s(0), fkey(i + 3), 4& 

            fkey(i + 4) = fkey(i - 4) Xor (Te4(s(3)) And &HFF000000) Xor (Te4(s(2)) And &HFF0000) _ 

                                      Xor (Te4(s(1)) And &HFF00&)  Xor (Te4(s(0)) And &HFF&) 

            fkey(i + 5) = fkey(i - 3) Xor fkey(i + 4) 

            fkey(i + 6) = fkey(i - 2) Xor fkey(i + 5) 

            fkey(i + 7) = fkey(i - 1) Xor fkey(i + 6) 

            i = i + 8 

        Next j 

        Nr = 14 



 

 

    Case Else 

        Err.Raise 1, , "cRijndael.SetCipherKey - Illegal KeyBits Value" 

        SetCipherKey = 1 

        Exit Function 

    End Select 
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    Case Else 

        Err.Raise 1, , "cRijndael.SetCipherKey - Illegal BlockBits Value" 

        SetCipherKey = 1 

        Exit Function 

    End Select 

#End If 

End Function 

#If SUPPORT_LEVEL Then 

Public Function SetCipherKeyString(PassPhrase As String, KeyBits As Long, BlockBits As Long) As Long 

    Dim pass() As Byte 

    pass = StrConv(PassPhrase, vbFromUnicode) 

    ReDim Preserve pass(31) 

    SetCipherKeyString = SetCipherKey(pass, KeyBits, BlockBits) 

End Function 

#Else 

Public Function SetCipherKeyString(PassPhrase As String, KeyBits As Long) As Long 

    Dim pass() As Byte 

    pass = StrConv(PassPhrase, vbFromUnicode) 

    ReDim Preserve pass(31) 

    SetCipherKeyString = SetCipherKey(pass, KeyBits) 

End Function 

#End If 

Public Sub BlockEncrypt(plaintext() As Byte, ciphertext() As Byte, p As Long, q As Long) 

    Dim i     As Long 



 

 

    Dim k     As Long 

    Dim t0    As Long 

    Dim t1    As Long 

    Dim t2    As Long 

    Dim t3    As Long 

    Dim s(15) As Byte 

    CopyMemory t0, plaintext(p + 0), 4& 

    CopyMemory t1, plaintext(p + 4), 4& 

    CopyMemory t2, plaintext(p + 8), 4& 

    CopyMemory t3, plaintext(p + 12), 4& 

    t0 = t0 Xor fkey(0) 

    t1 = t1 Xor fkey(1) 

    t2 = t2 Xor fkey(2) 

    t3 = t3 Xor fkey(3) 

    k = 4 

    For i = 1 To Nr - 1 'Nr is number of rounds 

        CopyMemory s(0), t0, 4& 

        CopyMemory s(4), t1, 4& 

        CopyMemory s(8), t2, 4& 

        CopyMemory s(12), t3, 4& 

        t0 = Te0(s(0)) Xor Te1(s(5)) Xor Te2(s(10)) Xor Te3(s(15)) Xor fkey(k + 0) 

        t1 = Te0(s(4)) Xor Te1(s(9)) Xor Te2(s(14)) Xor Te3(s(3)) Xor fkey(k + 1) 

        t2 = Te0(s(8)) Xor Te1(s(13)) Xor Te2(s(2)) Xor Te3(s(7)) Xor fkey(k + 2) 

        t3 = Te0(s(12)) Xor Te1(s(1)) Xor Te2(s(6)) Xor Te3(s(11)) Xor fkey(k + 3) 

        k = k + 4 

    Next i 

    CopyMemory s(0), t0, 4& 

    CopyMemory s(4), t1, 4& 

    CopyMemory s(8), t2, 4& 

    CopyMemory s(12), t3, 4& 



 

 

    t0 = (Te4(s(0)) And &HFF&) Xor (Te4(s(5)) And &HFF00&) Xor (Te4(s(10)) And &HFF0000) Xor 
(Te4(s(15)) And &HFF000000) Xor fkey(k + 0) 

    t1 = (Te4(s(4)) And &HFF&) Xor (Te4(s(9)) And &HFF00&) Xor (Te4(s(14)) And &HFF0000) Xor (Te4(s(3)) 
And &HFF000000) Xor fkey(k + 1) 

    t2 = (Te4(s(8)) And &HFF&) Xor (Te4(s(13)) And &HFF00&) Xor (Te4(s(2)) And &HFF0000) Xor (Te4(s(7)) 
And &HFF000000) Xor fkey(k + 2) 

    t3 = (Te4(s(12)) And &HFF&) Xor (Te4(s(1)) And &HFF00&) Xor (Te4(s(6)) And &HFF0000) Xor 
(Te4(s(11)) And &HFF000000) Xor fkey(k + 3) 

    CopyMemory ciphertext(q + 0), t0, 4& 

    CopyMemory ciphertext(q + 4), t1, 4& 

    CopyMemory ciphertext(q + 8), t2, 4& 

    CopyMemory ciphertext(q + 12), t3, 4& 

End Sub 

Public Sub BlockDecrypt(plaintext() As Byte, ciphertext() As Byte, p As Long, q As Long) 

    Dim i     As Long 

    Dim k     As Long 

    Dim t0    As Long 

    Dim t1    As Long 

    Dim t2    As Long 

    Dim t3    As Long 

    Dim s(15) As Byte 

    CopyMemory t0, ciphertext(q + 0), 4& 

    CopyMemory t1, ciphertext(q + 4), 4& 

    CopyMemory t2, ciphertext(q + 8), 4& 

    CopyMemory t3, ciphertext(q + 12), 4& 

    t0 = t0 Xor rkey(0) 

    t1 = t1 Xor rkey(1) 

    t2 = t2 Xor rkey(2) 

    t3 = t3 Xor rkey(3) 

    k = 4 

    For i = 1 To Nr - 1 'Nr is number of rounds 

        CopyMemory s(0), t0, 4& 



 

 

        CopyMemory s(4), t1, 4& 

        CopyMemory s(8), t2, 4& 

        CopyMemory s(12), t3, 4& 

        t0 = Td0(s(0)) Xor Td1(s(13)) Xor Td2(s(10)) Xor Td3(s(7)) Xor rkey(k + 0) 

        t1 = Td0(s(4)) Xor Td1(s(1)) Xor Td2(s(14)) Xor Td3(s(11)) Xor rkey(k + 1) 

        t2 = Td0(s(8)) Xor Td1(s(5)) Xor Td2(s(2)) Xor Td3(s(15)) Xor rkey(k + 2) 

        t3 = Td0(s(12)) Xor Td1(s(9)) Xor Td2(s(6)) Xor Td3(s(3)) Xor rkey(k + 3) 

        k = k + 4 

    Next i 

    CopyMemory s(0), t0, 4& 

    CopyMemory s(4), t1, 4& 

    CopyMemory s(8), t2, 4& 

    CopyMemory s(12), t3, 4& 

    t0 = (Td4(s(0)) And &HFF&) Xor (Td4(s(13)) And &HFF00&) Xor (Td4(s(10)) And &HFF0000) Xor 
(Td4(s(7)) And &HFF000000) Xor rkey(k + 0) 

    t1 = (Td4(s(4)) And &HFF&) Xor (Td4(s(1)) And &HFF00&) Xor (Td4(s(14)) And &HFF0000) Xor 
(Td4(s(11)) And &HFF000000) Xor rkey(k + 1) 

    t2 = (Td4(s(8)) And &HFF&) Xor (Td4(s(5)) And &HFF00&) Xor (Td4(s(2)) And &HFF0000) Xor (Td4(s(15)) 
And &HFF000000) Xor rkey(k + 2) 

    t3 = (Td4(s(12)) And &HFF&) Xor (Td4(s(9)) And &HFF00&) Xor (Td4(s(6)) And &HFF0000) Xor (Td4(s(3)) 
And &HFF000000) Xor rkey(k + 3) 

    CopyMemory plaintext(p + 0), t0, 4& 

    CopyMemory plaintext(p + 4), t1, 4& 

    CopyMemory plaintext(p + 8), t2, 4& 

    CopyMemory plaintext(p + 12), t3, 4& 

End Sub 

#If SUPPORT_LEVEL Then 

#If SUPPORT_LEVEL = 2 Then 

Public Sub Block160Encrypt(plaintext() As Byte, ciphertext() As Byte, p As Long, q As Long) 

    Dim i     As Long 

    Dim k     As Long 

    Dim t0    As Long 



 

 

    Dim t1    As Long 

    Dim t2    As Long 

    Dim t3    As Long 

    Dim t4    As Long 

    Dim s(19) As Byte 

    CopyMemory t0, plaintext(p + 0), 4& 

    CopyMemory t1, plaintext(p + 4), 4& 

    CopyMemory t2, plaintext(p + 8), 4& 

    CopyMemory t3, plaintext(p + 12), 4& 

    CopyMemory t4, plaintext(p + 16), 4& 

    t0 = t0 Xor fkey(0) 

    t1 = t1 Xor fkey(1) 

    t2 = t2 Xor fkey(2) 

    t3 = t3 Xor fkey(3) 

    t4 = t4 Xor fkey(4) 

    k = 5 

    For i = 1 To Nr - 1 'Nr is number of rounds 

        CopyMemory s(0), t0, 4& 

        CopyMemory s(4), t1, 4& 

        CopyMemory s(8), t2, 4& 

        CopyMemory s(12), t3, 4& 

        CopyMemory s(16), t4, 4& 

        t0 = Te0(s(0)) Xor Te1(s(5)) Xor Te2(s(10)) Xor Te3(s(15)) Xor fkey(k + 0) 

        t1 = Te0(s(4)) Xor Te1(s(9)) Xor Te2(s(14)) Xor Te3(s(19)) Xor fkey(k + 1) 

        t2 = Te0(s(8)) Xor Te1(s(13)) Xor Te2(s(18)) Xor Te3(s(3)) Xor fkey(k + 2) 

        t3 = Te0(s(12)) Xor Te1(s(17)) Xor Te2(s(2)) Xor Te3(s(7)) Xor fkey(k + 3) 

        t4 = Te0(s(16)) Xor Te1(s(1)) Xor Te2(s(6)) Xor Te3(s(11)) Xor fkey(k + 4) 

        k = k + 5 

    Next i 

    CopyMemory s(0), t0, 4& 



 

 

    CopyMemory s(4), t1, 4& 

    CopyMemory s(8), t2, 4& 

    CopyMemory s(12), t3, 4& 

    CopyMemory s(16), t4, 4& 

    t0 = (Te4(s(0)) And &HFF&) Xor (Te4(s(5)) And &HFF00&) Xor (Te4(s(10)) And &HFF0000) Xor 
(Te4(s(15)) And &HFF000000) Xor fkey(k + 0) 

    t1 = (Te4(s(4)) And &HFF&) Xor (Te4(s(9)) And &HFF00&) Xor (Te4(s(14)) And &HFF0000) Xor 
(Te4(s(19)) And &HFF000000) Xor fkey(k + 1) 

    t2 = (Te4(s(8)) And &HFF&) Xor (Te4(s(13)) And &HFF00&) Xor (Te4(s(18)) And &HFF0000) Xor 
(Te4(s(3)) And &HFF000000) Xor fkey(k + 2) 

    t3 = (Te4(s(12)) And &HFF&) Xor (Te4(s(17)) And &HFF00&) Xor (Te4(s(2)) And &HFF0000) Xor 
(Te4(s(7)) And &HFF000000) Xor fkey(k + 3) 

    t4 = (Te4(s(16)) And &HFF&) Xor (Te4(s(1)) And &HFF00&) Xor (Te4(s(6)) And &HFF0000) Xor 
(Te4(s(11)) And &HFF000000) Xor fkey(k + 4) 

    CopyMemory ciphertext(q + 0), t0, 4& 

    CopyMemory ciphertext(q + 4), t1, 4& 

    CopyMemory ciphertext(q + 8), t2, 4& 

    CopyMemory ciphertext(q + 12), t3, 4& 

    CopyMemory ciphertext(q + 16), t4, 4& 

End Sub 

Public Sub Block160Decrypt(plaintext() As Byte, ciphertext() As Byte, p As Long, q As Long) 

    Dim i     As Long 

    Dim k     As Long 

    Dim t0    As Long 

    Dim t1    As Long 

    Dim t2    As Long 

    Dim t3    As Long 

    Dim t4    As Long 

    Dim s(19) As Byte 

    CopyMemory t0, ciphertext(q + 0), 4& 

    CopyMemory t1, ciphertext(q + 4), 4& 

    CopyMemory t2, ciphertext(q + 8), 4& 



 

 

    CopyMemory t3, ciphertext(q + 12), 4& 

    CopyMemory t4, ciphertext(q + 16), 4& 

    t0 = t0 Xor rkey(0) 

    t1 = t1 Xor rkey(1) 

    t2 = t2 Xor rkey(2) 

    t3 = t3 Xor rkey(3) 

    t4 = t4 Xor rkey(4) 

    k = 5 

    For i = 1 To Nr - 1 'Nr is number of rounds 

        CopyMemory s(0), t0, 4& 

        CopyMemory s(4), t1, 4& 

        CopyMemory s(8), t2, 4& 

        CopyMemory s(12), t3, 4& 

        CopyMemory s(16), t4, 4& 

        t0 = Td0(s(0)) Xor Td1(s(17)) Xor Td2(s(14)) Xor Td3(s(11)) Xor rkey(k + 0) 

        t1 = Td0(s(4)) Xor Td1(s(1)) Xor Td2(s(18)) Xor Td3(s(15)) Xor rkey(k + 1) 

        t2 = Td0(s(8)) Xor Td1(s(5)) Xor Td2(s(2)) Xor Td3(s(19)) Xor rkey(k + 2) 

        t3 = Td0(s(12)) Xor Td1(s(9)) Xor Td2(s(6)) Xor Td3(s(3)) Xor rkey(k + 3) 

        t4 = Td0(s(16)) Xor Td1(s(13)) Xor Td2(s(10)) Xor Td3(s(7)) Xor rkey(k + 4) 

        k = k + 5 

    Next i 

    CopyMemory s(0), t0, 4& 

    CopyMemory s(4), t1, 4& 

    CopyMemory s(8), t2, 4& 

    CopyMemory s(12), t3, 4& 

    CopyMemory s(16), t4, 4& 

    t0 = (Td4(s(0)) And &HFF&) Xor (Td4(s(17)) And &HFF00&) Xor (Td4(s(14)) And &HFF0000) Xor 
(Td4(s(11)) And &HFF000000) Xor rkey(k + 0) 

    t1 = (Td4(s(4)) And &HFF&) Xor (Td4(s(1)) And &HFF00&) Xor (Td4(s(18)) And &HFF0000) Xor 
(Td4(s(15)) And &HFF000000) Xor rkey(k + 1) 



 

 

    t2 = (Td4(s(8)) And &HFF&) Xor (Td4(s(5)) And &HFF00&) Xor (Td4(s(2)) And &HFF0000) Xor (Td4(s(19)) 
And &HFF000000) Xor rkey(k + 2) 

    t3 = (Td4(s(12)) And &HFF&) Xor (Td4(s(9)) And &HFF00&) Xor (Td4(s(6)) And &HFF0000) Xor (Td4(s(3)) 
And &HFF000000) Xor rkey(k + 3) 

    t4 = (Td4(s(16)) And &HFF&) Xor (Td4(s(13)) And &HFF00&) Xor (Td4(s(10)) And &HFF0000) Xor 
(Td4(s(7)) And &HFF000000) Xor rkey(k + 4) 

    CopyMemory plaintext(p + 0), t0, 4& 

    CopyMemory plaintext(p + 4), t1, 4& 

    CopyMemory plaintext(p + 8), t2, 4& 

    CopyMemory plaintext(p + 12), t3, 4& 

    CopyMemory plaintext(p + 16), t4, 4& 

End Sub 

#End If 

Public Sub Block192Encrypt(plaintext() As Byte, ciphertext() As Byte, p As Long, q As Long) 

    Dim i     As Long 

    Dim k     As Long 

    Dim t0    As Long 

    Dim t1    As Long 

    Dim t2    As Long 

    Dim t3    As Long 

    Dim t4    As Long 

    Dim t5    As Long 

    Dim s(23) As Byte 

    CopyMemory t0, plaintext(p + 0), 4& 

    CopyMemory t1, plaintext(p + 4), 4& 

    CopyMemory t2, plaintext(p + 8), 4& 

    CopyMemory t3, plaintext(p + 12), 4& 

    CopyMemory t4, plaintext(p + 16), 4& 

    CopyMemory t5, plaintext(p + 20), 4& 

    t0 = t0 Xor fkey(0) 

    t1 = t1 Xor fkey(1) 



 

 

    t2 = t2 Xor fkey(2) 

    t3 = t3 Xor fkey(3) 

    t4 = t4 Xor fkey(4) 

    t5 = t5 Xor fkey(5) 

    k = 6 

    For i = 1 To Nr - 1 'Nr is number of rounds 

        CopyMemory s(0), t0, 4& 

        CopyMemory s(4), t1, 4& 

        CopyMemory s(8), t2, 4& 

        CopyMemory s(12), t3, 4& 

        CopyMemory s(16), t4, 4& 

        CopyMemory s(20), t5, 4& 

        t0 = Te0(s(0)) Xor Te1(s(5)) Xor Te2(s(10)) Xor Te3(s(15)) Xor fkey(k + 0) 

        t1 = Te0(s(4)) Xor Te1(s(9)) Xor Te2(s(14)) Xor Te3(s(19)) Xor fkey(k + 1) 

        t2 = Te0(s(8)) Xor Te1(s(13)) Xor Te2(s(18)) Xor Te3(s(23)) Xor fkey(k + 2) 

        t3 = Te0(s(12)) Xor Te1(s(17)) Xor Te2(s(22)) Xor Te3(s(3)) Xor fkey(k + 3) 

        t4 = Te0(s(16)) Xor Te1(s(21)) Xor Te2(s(2)) Xor Te3(s(7)) Xor fkey(k + 4) 

        t5 = Te0(s(20)) Xor Te1(s(1)) Xor Te2(s(6)) Xor Te3(s(11)) Xor fkey(k + 5) 

        k = k + 6 

    Next i 

    CopyMemory s(0), t0, 4& 

    CopyMemory s(4), t1, 4& 

    CopyMemory s(8), t2, 4& 

    CopyMemory s(12), t3, 4& 

    CopyMemory s(16), t4, 4& 

    CopyMemory s(20), t5, 4& 

    t0 = (Te4(s(0)) And &HFF&) Xor (Te4(s(5)) And &HFF00&) Xor (Te4(s(10)) And &HFF0000) Xor 
(Te4(s(15)) And &HFF000000) Xor fkey(k + 0) 

    t1 = (Te4(s(4)) And &HFF&) Xor (Te4(s(9)) And &HFF00&) Xor (Te4(s(14)) And &HFF0000) Xor 
(Te4(s(19)) And &HFF000000) Xor fkey(k + 1) 



 

 

    t2 = (Te4(s(8)) And &HFF&) Xor (Te4(s(13)) And &HFF00&) Xor (Te4(s(18)) And &HFF0000) Xor 
(Te4(s(23)) And &HFF000000) Xor fkey(k + 2) 

    t3 = (Te4(s(12)) And &HFF&) Xor (Te4(s(17)) And &HFF00&) Xor (Te4(s(22)) And &HFF0000) Xor 
(Te4(s(3)) And &HFF000000) Xor fkey(k + 3) 

    t4 = (Te4(s(16)) And &HFF&) Xor (Te4(s(21)) And &HFF00&) Xor (Te4(s(2)) And &HFF0000) Xor 
(Te4(s(7)) And &HFF000000) Xor fkey(k + 4) 

    t5 = (Te4(s(20)) And &HFF&) Xor (Te4(s(1)) And &HFF00&) Xor (Te4(s(6)) And &HFF0000) Xor 
(Te4(s(11)) And &HFF000000) Xor fkey(k + 5) 

    CopyMemory ciphertext(q + 0), t0, 4& 

    CopyMemory ciphertext(q + 4), t1, 4& 

    CopyMemory ciphertext(q + 8), t2, 4& 

    CopyMemory ciphertext(q + 12), t3, 4& 

    CopyMemory ciphertext(q + 16), t4, 4& 

    CopyMemory ciphertext(q + 20), t5, 4& 

End Sub 

Public Sub Block192Decrypt(plaintext() As Byte, ciphertext() As Byte, p As Long, q As Long) 

    Dim i     As Long 

    Dim k     As Long 

    Dim t0    As Long 

    Dim t1    As Long 

    Dim t2    As Long 

    Dim t3    As Long 

    Dim t4    As Long 

    Dim t5    As Long 

    Dim s(23) As Byte 

    CopyMemory t0, ciphertext(q + 0), 4& 

    CopyMemory t1, ciphertext(q + 4), 4& 

    CopyMemory t2, ciphertext(q + 8), 4& 

    CopyMemory t3, ciphertext(q + 12), 4& 

    CopyMemory t4, ciphertext(q + 16), 4& 

    CopyMemory t5, ciphertext(q + 20), 4& 

    t0 = t0 Xor rkey(0) 



 

 

    t1 = t1 Xor rkey(1) 

    t2 = t2 Xor rkey(2) 

    t3 = t3 Xor rkey(3) 

    t4 = t4 Xor rkey(4) 

    t5 = t5 Xor rkey(5) 

    k = 6 

    For i = 1 To Nr - 1 'Nr is number of rounds 

        CopyMemory s(0), t0, 4& 

        CopyMemory s(4), t1, 4& 

        CopyMemory s(8), t2, 4& 

        CopyMemory s(12), t3, 4& 

        CopyMemory s(16), t4, 4& 

        CopyMemory s(20), t5, 4& 

        t0 = Td0(s(0)) Xor Td1(s(21)) Xor Td2(s(18)) Xor Td3(s(15)) Xor rkey(k + 0) 

        t1 = Td0(s(4)) Xor Td1(s(1)) Xor Td2(s(22)) Xor Td3(s(19)) Xor rkey(k + 1) 

        t2 = Td0(s(8)) Xor Td1(s(5)) Xor Td2(s(2)) Xor Td3(s(23)) Xor rkey(k + 2) 

        t3 = Td0(s(12)) Xor Td1(s(9)) Xor Td2(s(6)) Xor Td3(s(3)) Xor rkey(k + 3) 

        t4 = Td0(s(16)) Xor Td1(s(13)) Xor Td2(s(10)) Xor Td3(s(7)) Xor rkey(k + 4) 

        t5 = Td0(s(20)) Xor Td1(s(17)) Xor Td2(s(14)) Xor Td3(s(11)) Xor rkey(k + 5) 

        k = k + 6 

    Next i 

    CopyMemory s(0), t0, 4& 

    CopyMemory s(4), t1, 4& 

    CopyMemory s(8), t2, 4& 

    CopyMemory s(12), t3, 4& 

    CopyMemory s(16), t4, 4& 

    CopyMemory s(20), t5, 4& 

    t0 = (Td4(s(0)) And &HFF&) Xor (Td4(s(21)) And &HFF00&) Xor (Td4(s(18)) And &HFF0000) Xor 
(Td4(s(15)) And &HFF000000) Xor rkey(k + 0) 

    t1 = (Td4(s(4)) And &HFF&) Xor (Td4(s(1)) And &HFF00&) Xor (Td4(s(22)) And &HFF0000) Xor 
(Td4(s(19)) And &HFF000000) Xor rkey(k + 1) 



 

 

    t2 = (Td4(s(8)) And &HFF&) Xor (Td4(s(5)) And &HFF00&) Xor (Td4(s(2)) And &HFF0000) Xor (Td4(s(23)) 
And &HFF000000) Xor rkey(k + 2) 

    t3 = (Td4(s(12)) And &HFF&) Xor (Td4(s(9)) And &HFF00&) Xor (Td4(s(6)) And &HFF0000) Xor (Td4(s(3)) 
And &HFF000000) Xor rkey(k + 3) 

    t4 = (Td4(s(16)) And &HFF&) Xor (Td4(s(13)) And &HFF00&) Xor (Td4(s(10)) And &HFF0000) Xor 
(Td4(s(7)) And &HFF000000) Xor rkey(k + 4) 

    t5 = (Td4(s(20)) And &HFF&) Xor (Td4(s(17)) And &HFF00&) Xor (Td4(s(14)) And &HFF0000) Xor 
(Td4(s(11)) And &HFF000000) Xor rkey(k + 5) 

    CopyMemory plaintext(p + 0), t0, 4& 

    CopyMemory plaintext(p + 4), t1, 4& 

    CopyMemory plaintext(p + 8), t2, 4& 

    CopyMemory plaintext(p + 12), t3, 4& 

    CopyMemory plaintext(p + 16), t4, 4& 

    CopyMemory plaintext(p + 20), t5, 4& 

End Sub 

#If SUPPORT_LEVEL = 2 Then 

Public Sub Block224Encrypt(plaintext() As Byte, ciphertext() As Byte, p As Long, q As Long) 

    Dim i     As Long 

    Dim k     As Long 

    Dim t0    As Long 

    Dim t1    As Long 

    Dim t2    As Long 

    Dim t3    As Long 

    Dim t4    As Long 

    Dim t5    As Long 

    Dim t6    As Long 

    Dim s(27) As Byte 

    CopyMemory t0, plaintext(p + 0), 4& 

    CopyMemory t1, plaintext(p + 4), 4& 

    CopyMemory t2, plaintext(p + 8), 4& 

    CopyMemory t3, plaintext(p + 12), 4& 

    CopyMemory t4, plaintext(p + 16), 4& 



 

 

    CopyMemory t5, plaintext(p + 20), 4& 

    CopyMemory t6, plaintext(p + 24), 4& 

    t0 = t0 Xor fkey(0) 

    t1 = t1 Xor fkey(1) 

    t2 = t2 Xor fkey(2) 

    t3 = t3 Xor fkey(3) 

    t4 = t4 Xor fkey(4) 

    t5 = t5 Xor fkey(5) 

    t6 = t6 Xor fkey(6) 

    k = 7 

    For i = 1 To Nr - 1 'Nr is number of rounds 

        CopyMemory s(0), t0, 4& 

        CopyMemory s(4), t1, 4& 

        CopyMemory s(8), t2, 4& 

        CopyMemory s(12), t3, 4& 

        CopyMemory s(16), t4, 4& 

        CopyMemory s(20), t5, 4& 

        CopyMemory s(24), t6, 4& 

        t0 = Te0(s(0)) Xor Te1(s(5)) Xor Te2(s(10)) Xor Te3(s(19)) Xor fkey(k + 0) 

        t1 = Te0(s(4)) Xor Te1(s(9)) Xor Te2(s(14)) Xor Te3(s(23)) Xor fkey(k + 1) 

        t2 = Te0(s(8)) Xor Te1(s(13)) Xor Te2(s(18)) Xor Te3(s(27)) Xor fkey(k + 2) 

        t3 = Te0(s(12)) Xor Te1(s(17)) Xor Te2(s(22)) Xor Te3(s(3)) Xor fkey(k + 3) 

        t4 = Te0(s(16)) Xor Te1(s(21)) Xor Te2(s(26)) Xor Te3(s(7)) Xor fkey(k + 4) 

        t5 = Te0(s(20)) Xor Te1(s(25)) Xor Te2(s(2)) Xor Te3(s(11)) Xor fkey(k + 5) 

        t6 = Te0(s(24)) Xor Te1(s(1)) Xor Te2(s(6)) Xor Te3(s(15)) Xor fkey(k + 6) 

        k = k + 7 

    Next i 

    'Final round 

    CopyMemory s(0), t0, 4& 

    CopyMemory s(4), t1, 4& 



 

 

    CopyMemory s(8), t2, 4& 

    CopyMemory s(12), t3, 4& 

    CopyMemory s(16), t4, 4& 

    CopyMemory s(20), t5, 4& 

    CopyMemory s(24), t6, 4& 

    t0 = (Te4(s(0)) And &HFF&) Xor (Te4(s(5)) And &HFF00&) Xor (Te4(s(10)) And &HFF0000) Xor 
(Te4(s(19)) And &HFF000000) Xor fkey(k + 0) 

    t1 = (Te4(s(4)) And &HFF&) Xor (Te4(s(9)) And &HFF00&) Xor (Te4(s(14)) And &HFF0000) Xor 
(Te4(s(23)) And &HFF000000) Xor fkey(k + 1) 

    t2 = (Te4(s(8)) And &HFF&) Xor (Te4(s(13)) And &HFF00&) Xor (Te4(s(18)) And &HFF0000) Xor 
(Te4(s(27)) And &HFF000000) Xor fkey(k + 2) 

    t3 = (Te4(s(12)) And &HFF&) Xor (Te4(s(17)) And &HFF00&) Xor (Te4(s(22)) And &HFF0000) Xor 
(Te4(s(3)) And &HFF000000) Xor fkey(k + 3) 

    t4 = (Te4(s(16)) And &HFF&) Xor (Te4(s(21)) And &HFF00&) Xor (Te4(s(26)) And &HFF0000) Xor 
(Te4(s(7)) And &HFF000000) Xor fkey(k + 4) 

    t5 = (Te4(s(20)) And &HFF&) Xor (Te4(s(25)) And &HFF00&) Xor (Te4(s(2)) And &HFF0000) Xor 
(Te4(s(11)) And &HFF000000) Xor fkey(k + 5) 

    t6 = (Te4(s(24)) And &HFF&) Xor (Te4(s(1)) And &HFF00&) Xor (Te4(s(6)) And &HFF0000) Xor 
(Te4(s(15)) And &HFF000000) Xor fkey(k + 6) 

    CopyMemory ciphertext(q + 0), t0, 4& 

    CopyMemory ciphertext(q + 4), t1, 4& 

    CopyMemory ciphertext(q + 8), t2, 4& 

    CopyMemory ciphertext(q + 12), t3, 4& 

    CopyMemory ciphertext(q + 16), t4, 4& 

    CopyMemory ciphertext(q + 20), t5, 4& 

    CopyMemory ciphertext(q + 24), t6, 4& 

End Sub 

Public Sub Block224Decrypt(plaintext() As Byte, ciphertext() As Byte, p As Long, q As Long) 

    Dim i     As Long 

    Dim k     As Long 

    Dim t0    As Long 

    Dim t1    As Long 

    Dim t2    As Long 



 

 

    Dim t3    As Long 

    Dim t4    As Long 

    Dim t5    As Long 

    Dim t6    As Long 

    Dim s(27) As Byte 

    CopyMemory t0, ciphertext(q + 0), 4& 

    CopyMemory t1, ciphertext(q + 4), 4& 

    CopyMemory t2, ciphertext(q + 8), 4& 

    CopyMemory t3, ciphertext(q + 12), 4& 

    CopyMemory t4, ciphertext(q + 16), 4& 

    CopyMemory t5, ciphertext(q + 20), 4& 

    CopyMemory t6, ciphertext(q + 24), 4& 

    t0 = t0 Xor rkey(0) 

    t1 = t1 Xor rkey(1) 

    t2 = t2 Xor rkey(2) 

    t3 = t3 Xor rkey(3) 

    t4 = t4 Xor rkey(4) 

    t5 = t5 Xor rkey(5) 

    t6 = t6 Xor rkey(6) 

    k = 7 

    For i = 1 To Nr - 1 'Nr is number of rounds 

        CopyMemory s(0), t0, 4& 

        CopyMemory s(4), t1, 4& 

        CopyMemory s(8), t2, 4& 

        CopyMemory s(12), t3, 4& 

        CopyMemory s(16), t4, 4& 

        CopyMemory s(20), t5, 4& 

        CopyMemory s(24), t6, 4& 

        t0 = Td0(s(0)) Xor Td1(s(25)) Xor Td2(s(22)) Xor Td3(s(15)) Xor rkey(k + 0) 

        t1 = Td0(s(4)) Xor Td1(s(1)) Xor Td2(s(26)) Xor Td3(s(19)) Xor rkey(k + 1) 



 

 

        t2 = Td0(s(8)) Xor Td1(s(5)) Xor Td2(s(2)) Xor Td3(s(23)) Xor rkey(k + 2) 

        t3 = Td0(s(12)) Xor Td1(s(9)) Xor Td2(s(6)) Xor Td3(s(27)) Xor rkey(k + 3) 

        t4 = Td0(s(16)) Xor Td1(s(13)) Xor Td2(s(10)) Xor Td3(s(3)) Xor rkey(k + 4) 

        t5 = Td0(s(20)) Xor Td1(s(17)) Xor Td2(s(14)) Xor Td3(s(7)) Xor rkey(k + 5) 

        t6 = Td0(s(24)) Xor Td1(s(21)) Xor Td2(s(18)) Xor Td3(s(11)) Xor rkey(k + 6) 

        k = k + 7 

    Next i 

    'Final round 

    CopyMemory s(0), t0, 4& 

    CopyMemory s(4), t1, 4& 

    CopyMemory s(8), t2, 4& 

    CopyMemory s(12), t3, 4& 

    CopyMemory s(16), t4, 4& 

    CopyMemory s(20), t5, 4& 

    CopyMemory s(24), t6, 4& 

    t0 = (Td4(s(0)) And &HFF&) Xor (Td4(s(25)) And &HFF00&) Xor (Td4(s(22)) And &HFF0000) Xor 
(Td4(s(15)) And &HFF000000) Xor rkey(k + 0) 

    t1 = (Td4(s(4)) And &HFF&) Xor (Td4(s(1)) And &HFF00&) Xor (Td4(s(26)) And &HFF0000) Xor 
(Td4(s(19)) And &HFF000000) Xor rkey(k + 1) 

    t2 = (Td4(s(8)) And &HFF&) Xor (Td4(s(5)) And &HFF00&) Xor (Td4(s(2)) And &HFF0000) Xor (Td4(s(23)) 
And &HFF000000) Xor rkey(k + 2) 

    t3 = (Td4(s(12)) And &HFF&) Xor (Td4(s(9)) And &HFF00&) Xor (Td4(s(6)) And &HFF0000) Xor 
(Td4(s(27)) And &HFF000000) Xor rkey(k + 3) 

    t4 = (Td4(s(16)) And &HFF&) Xor (Td4(s(13)) And &HFF00&) Xor (Td4(s(10)) And &HFF0000) Xor 
(Td4(s(3)) And &HFF000000) Xor rkey(k + 4) 

    t5 = (Td4(s(20)) And &HFF&) Xor (Td4(s(17)) And &HFF00&) Xor (Td4(s(14)) And &HFF0000) Xor 
(Td4(s(7)) And &HFF000000) Xor rkey(k + 5) 

    t6 = (Td4(s(24)) And &HFF&) Xor (Td4(s(21)) And &HFF00&) Xor (Td4(s(18)) And &HFF0000) Xor 
(Td4(s(11)) And &HFF000000) Xor rkey(k + 6) 

    CopyMemory plaintext(p + 0), t0, 4& 

    CopyMemory plaintext(p + 4), t1, 4& 

    CopyMemory plaintext(p + 8), t2, 4& 

    CopyMemory plaintext(p + 12), t3, 4& 



 

 

    CopyMemory plaintext(p + 16), t4, 4& 

    CopyMemory plaintext(p + 20), t5, 4& 

    CopyMemory plaintext(p + 24), t6, 4& 

End Sub 

#End If 

Public Sub Block256Encrypt(plaintext() As Byte, ciphertext() As Byte, p As Long, q As Long) 

    Dim i     As Long 

    Dim k     As Long 

    Dim t0    As Long 

    Dim t1    As Long 

    Dim t2    As Long 

    Dim t3    As Long 

    Dim t4    As Long 

    Dim t5    As Long 

    Dim t6    As Long 

    Dim t7    As Long 

    Dim s(31) As Byte 

    CopyMemory t0, plaintext(p + 0), 4& 

    CopyMemory t1, plaintext(p + 4), 4& 

    CopyMemory t2, plaintext(p + 8), 4& 

    CopyMemory t3, plaintext(p + 12), 4& 

    CopyMemory t4, plaintext(p + 16), 4& 

    CopyMemory t5, plaintext(p + 20), 4& 

    CopyMemory t6, plaintext(p + 24), 4& 

    CopyMemory t7, plaintext(p + 28), 4& 

    t0 = t0 Xor fkey(0) 

    t1 = t1 Xor fkey(1) 

    t2 = t2 Xor fkey(2) 

    t3 = t3 Xor fkey(3) 

    t4 = t4 Xor fkey(4) 



 

 

    t5 = t5 Xor fkey(5) 

    t6 = t6 Xor fkey(6) 

    t7 = t7 Xor fkey(7) 

    k = 8 

    For i = 1 To Nr - 1 'Nr is number of rounds 

        CopyMemory s(0), t0, 4& 

        CopyMemory s(4), t1, 4& 

        CopyMemory s(8), t2, 4& 

        CopyMemory s(12), t3, 4& 

        CopyMemory s(16), t4, 4& 

        CopyMemory s(20), t5, 4& 

        CopyMemory s(24), t6, 4& 

        CopyMemory s(28), t7, 4& 

        t0 = Te0(s(0)) Xor Te1(s(5)) Xor Te2(s(14)) Xor Te3(s(19)) Xor fkey(k + 0) 

        t1 = Te0(s(4)) Xor Te1(s(9)) Xor Te2(s(18)) Xor Te3(s(23)) Xor fkey(k + 1) 

        t2 = Te0(s(8)) Xor Te1(s(13)) Xor Te2(s(22)) Xor Te3(s(27)) Xor fkey(k + 2) 

        t3 = Te0(s(12)) Xor Te1(s(17)) Xor Te2(s(26)) Xor Te3(s(31)) Xor fkey(k + 3) 

        t4 = Te0(s(16)) Xor Te1(s(21)) Xor Te2(s(30)) Xor Te3(s(3)) Xor fkey(k + 4) 

        t5 = Te0(s(20)) Xor Te1(s(25)) Xor Te2(s(2)) Xor Te3(s(7)) Xor fkey(k + 5) 

        t6 = Te0(s(24)) Xor Te1(s(29)) Xor Te2(s(6)) Xor Te3(s(11)) Xor fkey(k + 6) 

        t7 = Te0(s(28)) Xor Te1(s(1)) Xor Te2(s(10)) Xor Te3(s(15)) Xor fkey(k + 7) 

        k = k + 8 

    Next i 

    'Final round 

    CopyMemory s(0), t0, 4& 

    CopyMemory s(4), t1, 4& 

    CopyMemory s(8), t2, 4& 

    CopyMemory s(12), t3, 4& 

    CopyMemory s(16), t4, 4& 

    CopyMemory s(20), t5, 4& 



 

 

    CopyMemory s(24), t6, 4& 

    CopyMemory s(28), t7, 4& 

    t0 = (Te4(s(0)) And &HFF&) Xor (Te4(s(5)) And &HFF00&) Xor (Te4(s(14)) And &HFF0000) Xor 
(Te4(s(19)) And &HFF000000) Xor fkey(k + 0) 

    t1 = (Te4(s(4)) And &HFF&) Xor (Te4(s(9)) And &HFF00&) Xor (Te4(s(18)) And &HFF0000) Xor 
(Te4(s(23)) And &HFF000000) Xor fkey(k + 1) 

    t2 = (Te4(s(8)) And &HFF&) Xor (Te4(s(13)) And &HFF00&) Xor (Te4(s(22)) And &HFF0000) Xor 
(Te4(s(27)) And &HFF000000) Xor fkey(k + 2) 

    t3 = (Te4(s(12)) And &HFF&) Xor (Te4(s(17)) And &HFF00&) Xor (Te4(s(26)) And &HFF0000) Xor 
(Te4(s(31)) And &HFF000000) Xor fkey(k + 3) 

    t4 = (Te4(s(16)) And &HFF&) Xor (Te4(s(21)) And &HFF00&) Xor (Te4(s(30)) And &HFF0000) Xor 
(Te4(s(3)) And &HFF000000) Xor fkey(k + 4) 

    t5 = (Te4(s(20)) And &HFF&) Xor (Te4(s(25)) And &HFF00&) Xor (Te4(s(2)) And &HFF0000) Xor 
(Te4(s(7)) And &HFF000000) Xor fkey(k + 5) 

    t6 = (Te4(s(24)) And &HFF&) Xor (Te4(s(29)) And &HFF00&) Xor (Te4(s(6)) And &HFF0000) Xor 
(Te4(s(11)) And &HFF000000) Xor fkey(k + 6) 

    t7 = (Te4(s(28)) And &HFF&) Xor (Te4(s(1)) And &HFF00&) Xor (Te4(s(10)) And &HFF0000) Xor 
(Te4(s(15)) And &HFF000000) Xor fkey(k + 7) 

    CopyMemory ciphertext(q + 0), t0, 4& 

    CopyMemory ciphertext(q + 4), t1, 4& 

    CopyMemory ciphertext(q + 8), t2, 4& 

    CopyMemory ciphertext(q + 12), t3, 4& 

    CopyMemory ciphertext(q + 16), t4, 4& 

    CopyMemory ciphertext(q + 20), t5, 4& 

    CopyMemory ciphertext(q + 24), t6, 4& 

    CopyMemory ciphertext(q + 28), t7, 4& 

End Sub 

Public Sub Block256Decrypt(plaintext() As Byte, ciphertext() As Byte, p As Long, q As Long) 

    Dim i     As Long 

    Dim k     As Long 

    Dim t0    As Long 

    Dim t1    As Long 

    Dim t2    As Long 

    Dim t3    As Long 



 

 

    Dim t4    As Long 

    Dim t5    As Long 

    Dim t6    As Long 

    Dim t7    As Long 

    Dim s(31) As Byte 

    CopyMemory t0, ciphertext(q + 0), 4& 

    CopyMemory t1, ciphertext(q + 4), 4& 

    CopyMemory t2, ciphertext(q + 8), 4& 

    CopyMemory t3, ciphertext(q + 12), 4& 

    CopyMemory t4, ciphertext(q + 16), 4& 

    CopyMemory t5, ciphertext(q + 20), 4& 

    CopyMemory t6, ciphertext(q + 24), 4& 

    CopyMemory t7, ciphertext(q + 28), 4& 

    t0 = t0 Xor rkey(0) 

    t1 = t1 Xor rkey(1) 

    t2 = t2 Xor rkey(2) 

    t3 = t3 Xor rkey(3) 

    t4 = t4 Xor rkey(4) 

    t5 = t5 Xor rkey(5) 

    t6 = t6 Xor rkey(6) 

    t7 = t7 Xor rkey(7) 

    k = 8 

    For i = 1 To Nr - 1 'Nr is number of rounds 

        CopyMemory s(0), t0, 4& 

        CopyMemory s(4), t1, 4& 

        CopyMemory s(8), t2, 4& 

        CopyMemory s(12), t3, 4& 

        CopyMemory s(16), t4, 4& 

        CopyMemory s(20), t5, 4& 

        CopyMemory s(24), t6, 4& 



 

 

        CopyMemory s(28), t7, 4& 

        t0 = Td0(s(0)) Xor Td1(s(29)) Xor Td2(s(22)) Xor Td3(s(19)) Xor rkey(k + 0) 

        t1 = Td0(s(4)) Xor Td1(s(1)) Xor Td2(s(26)) Xor Td3(s(23)) Xor rkey(k + 1) 

        t2 = Td0(s(8)) Xor Td1(s(5)) Xor Td2(s(30)) Xor Td3(s(27)) Xor rkey(k + 2) 

        t3 = Td0(s(12)) Xor Td1(s(9)) Xor Td2(s(2)) Xor Td3(s(31)) Xor rkey(k + 3) 

        t4 = Td0(s(16)) Xor Td1(s(13)) Xor Td2(s(6)) Xor Td3(s(3)) Xor rkey(k + 4) 

        t5 = Td0(s(20)) Xor Td1(s(17)) Xor Td2(s(10)) Xor Td3(s(7)) Xor rkey(k + 5) 

        t6 = Td0(s(24)) Xor Td1(s(21)) Xor Td2(s(14)) Xor Td3(s(11)) Xor rkey(k + 6) 

        t7 = Td0(s(28)) Xor Td1(s(25)) Xor Td2(s(18)) Xor Td3(s(15)) Xor rkey(k + 7) 

        k = k + 8 

    Next i 

    'Final round 

    CopyMemory s(0), t0, 4& 

    CopyMemory s(4), t1, 4& 

    CopyMemory s(8), t2, 4& 

    CopyMemory s(12), t3, 4& 

    CopyMemory s(16), t4, 4& 

    CopyMemory s(20), t5, 4& 

    CopyMemory s(24), t6, 4& 

    CopyMemory s(28), t7, 4& 

    t0 = (Td4(s(0)) And &HFF&) Xor (Td4(s(29)) And &HFF00&) Xor (Td4(s(22)) And &HFF0000) Xor 
(Td4(s(19)) And &HFF000000) Xor rkey(k + 0) 

    t1 = (Td4(s(4)) And &HFF&) Xor (Td4(s(1)) And &HFF00&) Xor (Td4(s(26)) And &HFF0000) Xor 
(Td4(s(23)) And &HFF000000) Xor rkey(k + 1) 

    t2 = (Td4(s(8)) And &HFF&) Xor (Td4(s(5)) And &HFF00&) Xor (Td4(s(30)) And &HFF0000) Xor 
(Td4(s(27)) And &HFF000000) Xor rkey(k + 2) 

    t3 = (Td4(s(12)) And &HFF&) Xor (Td4(s(9)) And &HFF00&) Xor (Td4(s(2)) And &HFF0000) Xor 
(Td4(s(31)) And &HFF000000) Xor rkey(k + 3) 

    t4 = (Td4(s(16)) And &HFF&) Xor (Td4(s(13)) And &HFF00&) Xor (Td4(s(6)) And &HFF0000) Xor 
(Td4(s(3)) And &HFF000000) Xor rkey(k + 4) 

    t5 = (Td4(s(20)) And &HFF&) Xor (Td4(s(17)) And &HFF00&) Xor (Td4(s(10)) And &HFF0000) Xor 
(Td4(s(7)) And &HFF000000) Xor rkey(k + 5) 



 

 

    t6 = (Td4(s(24)) And &HFF&) Xor (Td4(s(21)) And &HFF00&) Xor (Td4(s(14)) And &HFF0000) Xor 
(Td4(s(11)) And &HFF000000) Xor rkey(k + 6) 

    t7 = (Td4(s(28)) And &HFF&) Xor (Td4(s(25)) And &HFF00&) Xor (Td4(s(18)) And &HFF0000) Xor 
(Td4(s(15)) And &HFF000000) Xor rkey(k + 7) 

    CopyMemory plaintext(p + 0), t0, 4& 

    CopyMemory plaintext(p + 4), t1, 4& 

    CopyMemory plaintext(p + 8), t2, 4& 

    CopyMemory plaintext(p + 12), t3, 4& 

    CopyMemory plaintext(p + 16), t4, 4& 

    CopyMemory plaintext(p + 20), t5, 4& 

    CopyMemory plaintext(p + 24), t6, 4& 

    CopyMemory plaintext(p + 28), t7, 4& 

End Sub 

#End If 

#If SUPPORT_LEVEL Then 

Public Function ArrayEncrypt(plaintext() As Byte, ciphertext() As Byte, appendsize As Long, BlockBits As 
Long) As Long 

#Else 

Public Function ArrayEncrypt(plaintext() As Byte, ciphertext() As Byte, appendsize As Long) As Long 

#End If 

    Dim i           As Long 

    Dim m           As Long 

    Dim n           As Long 

#If SUPPORT_LEVEL = 0 Then 

    Const BlockSize As Long = 16 'bytes 

#Else 

    Dim BlockSize   As Long 

    Select Case BlockBits 

    Case 128:  BlockSize = 16 

    Case 192:  BlockSize = 24 

    Case 256:  BlockSize = 32 



 

 

#If SUPPORT_LEVEL = 2 Then 

    Case 160:  BlockSize = 20 

    Case 224:  BlockSize = 28 

#End If 

    Case Else: Err.Raise 1, , "cRijndael.ArrayEncrypt - Illegal BlockBits value" 

    End Select 

#End If 

    If LBound(plaintext) <> 0 Then Err.Raise 1, , "cRijndael.ArrayEncrypt - plaintext must be zero based array" 

    n = UBound(plaintext) + 1 

    If appendsize = 0 Then 

#If SUPPORT_LEVEL Then 

        m = ((n + BlockSize - 1) \ BlockSize) * BlockSize 

#Else 

        m = (n + BlockSize - 1) And &HFFFFFFF0  'BlockSize=16 specific 

#End If 

        ReDim ciphertext(m - 1) 

    Else 

#If SUPPORT_LEVEL Then 

        m = ((n + BlockSize) \ BlockSize) * BlockSize 

#Else 

        m = (n + BlockSize) And &HFFFFFFF0      'BlockSize=16 specific 

#End If 

        ReDim ciphertext(m - 1) 

        ciphertext(m - 1) = n Mod BlockSize 

    End If 

#If SUPPORT_LEVEL Then 

    Select Case BlockBits 

    Case 128 

#End If 

    For i = 0 To n - BlockSize Step BlockSize 



 

 

        BlockEncrypt plaintext, ciphertext, i, i 

    Next i 

#If SUPPORT_LEVEL Then 

    Case 192 

    For i = 0 To n - BlockSize Step BlockSize 

        Block192Encrypt plaintext, ciphertext, i, i 

    Next i 

    Case 256 

    For i = 0 To n - BlockSize Step BlockSize 

        Block256Encrypt plaintext, ciphertext, i, i 

    Next i 

#If SUPPORT_LEVEL = 2 Then 

    Case 160 

    For i = 0 To n - BlockSize Step BlockSize 

        Block160Encrypt plaintext, ciphertext, i, i 

    Next i 

    Case 224 

    For i = 0 To n - BlockSize Step BlockSize 

        Block224Encrypt plaintext, ciphertext, i, i 

    Next i 

#End If 

    End Select 

#End If 

    If (n Mod BlockSize) <> 0 Then CopyMemory ciphertext(i), plaintext(i), n Mod BlockSize 

#If SUPPORT_LEVEL Then 

    Select Case BlockBits 

    Case 128 

#End If 

    If i <> m Then BlockEncrypt ciphertext, ciphertext, i, i 

#If SUPPORT_LEVEL Then 



 

 

    Case 192 

    If i <> m Then Block192Encrypt ciphertext, ciphertext, i, i 

    Case 256 

    If i <> m Then Block256Encrypt ciphertext, ciphertext, i, i 

#If SUPPORT_LEVEL = 2 Then 

    Case 160 

    If i <> m Then Block160Encrypt ciphertext, ciphertext, i, i 

    Case 224 

    If i <> m Then Block224Encrypt ciphertext, ciphertext, i, i 

#End If 

    End Select 

#End If 

End Function 

#If SUPPORT_LEVEL Then 

Public Function ArrayDecrypt(plaintext() As Byte, ciphertext() As Byte, appendsize As Long, BlockBits As 
Long) As Long 

#Else 

Public Function ArrayDecrypt(plaintext() As Byte, ciphertext() As Byte, appendsize As Long) As Long 

#End If 

    Dim i           As Long 

    Dim m           As Long 

    Dim n           As Long 

#If SUPPORT_LEVEL = 0 Then 

    Const BlockSize As Long = 16 'bytes 

#Else 

    Dim BlockSize   As Long 

    Select Case BlockBits 

    Case 128:  BlockSize = 16 

    Case 192:  BlockSize = 24 

    Case 256:  BlockSize = 32 



 

 

#If SUPPORT_LEVEL = 2 Then 

    Case 160:  BlockSize = 20 

    Case 224:  BlockSize = 28 

#End If 

    Case Else: Err.Raise 1, , "cRijndael.ArrayDecrypt - Illegal BlockBits value" 

    End Select 

#End If 

    If LBound(ciphertext) <> 0 Then Err.Raise 1, , " ArrayDecrypt - ciphertext must be zero based array" 

    n = UBound(ciphertext) + 1 

    If ((n Mod BlockSize) = 0) Then 

        ReDim plaintext(n - 1) 

#If SUPPORT_LEVEL Then 

        Select Case BlockBits 

        Case 128 

#End If 

        For i = 0 To n - BlockSize Step BlockSize 

            BlockDecrypt plaintext, ciphertext, i, i 

        Next i 

#If SUPPORT_LEVEL Then 

        Case 192 

        For i = 0 To n - BlockSize Step BlockSize 

            Block192Decrypt plaintext, ciphertext, i, i 

        Next i 

        Case 256 

        For i = 0 To n - BlockSize Step BlockSize 

            Block256Decrypt plaintext, ciphertext, i, i 

        Next i 

#If SUPPORT_LEVEL = 2 Then 

        Case 160 

        For i = 0 To n - BlockSize Step BlockSize 



 

 

            Block160Decrypt plaintext, ciphertext, i, i 

        Next i 

        Case 224 

        For i = 0 To n - BlockSize Step BlockSize 

            Block224Decrypt plaintext, ciphertext, i, i 

        Next i 

#End If 

        End Select 

#End If 

        If appendsize Then 

            If plaintext(n - 1) < BlockSize Then 

                n = n - BlockSize + plaintext(n - 1) 

                If n > 0 Then ReDim Preserve plaintext(n - 1) 

            Else 

                MsgBox "warning - incorrect length field" 

                ArrayDecrypt = 1 

            End If 

        End If 

    Else 

        MsgBox "ciphertext size not a multiple of block size" 

        ArrayDecrypt = -1 

    End If 

End Function 

#If SUPPORT_LEVEL Then 

Public Function FileEncrypt(PlaintextFileName As String, CiphertextFileName As String, BlockBits As Long) 
As Long 

#Else 

Public Function FileEncrypt(PlaintextFileName As String, CiphertextFileName As String) As Long 

#End If 

    Dim FileNum     As Integer 



 

 

    Dim FileNum2    As Integer 

    Dim i           As Long 

    Dim m           As Long 'ciphertext file size 

    Dim n           As Long 'plaintext file size 

    Dim data()      As Byte 

#If SUPPORT_LEVEL = 0 Then 

    Const BlockSize As Long = 16 'bytes 

    Const MaxBlocks As Long = MaxFileChunkSize \ BlockSize 

#Else 

    Dim BlockSize   As Long 

    Dim MaxBlocks   As Long 

    Select Case BlockBits 

    Case 128:  BlockSize = 16 

    Case 192:  BlockSize = 24 

    Case 256:  BlockSize = 32 

#If SUPPORT_LEVEL = 2 Then 

    Case 160:  BlockSize = 20 

    Case 224:  BlockSize = 28 

#End If 

    Case Else: Err.Raise 1, , "cRijndael.FileEncrypt - Illegal BlockBits value" 

    End Select 

    MaxBlocks = MaxFileChunkSize \ BlockSize 

#End If 

    n = FileLen(PlaintextFileName) 

#If SUPPORT_LEVEL Then 

    m = ((n + BlockSize) \ BlockSize) * BlockSize 

#Else 

    m = (n + BlockSize) And (-BlockSize) 'BlockSize=16 specific 

#End If 

    FileNum = FreeFile 



 

 

    Open PlaintextFileName For Binary Access Read As FileNum 

    FileNum2 = FreeFile 

    Open CiphertextFileName For Binary Access Write As FileNum2 

    'For large files, encrypt in pieces no larger than MaxFileChunkSize 

    If m > MaxBlocks * BlockSize Then 

        ReDim data(MaxBlocks * BlockSize - 1) 

        Do 

            Get #FileNum, , data 

#If SUPPORT_LEVEL Then 

            Select Case BlockBits 

            Case 128 

#End If 

            For i = 0 To (MaxBlocks - 1) * BlockSize Step BlockSize 

                BlockEncrypt data, data, i, i 

            Next i 

#If SUPPORT_LEVEL Then 

            Case 192 

            For i = 0 To (MaxBlocks - 1) * BlockSize Step BlockSize 

                Block192Encrypt data, data, i, i 

            Next i 

            Case 256 

            For i = 0 To (MaxBlocks - 1) * BlockSize Step BlockSize 

                Block256Encrypt data, data, i, i 

            Next i 

#If SUPPORT_LEVEL = 2 Then 

            Case 160 

            For i = 0 To (MaxBlocks - 1) * BlockSize Step BlockSize 

                Block160Encrypt data, data, i, i 

            Next i 

            Case 224 



 

 

            For i = 0 To (MaxBlocks - 1) * BlockSize Step BlockSize 

                Block224Encrypt data, data, i, i 

            Next i 

#End If 

            End Select 

#End If 

            Put #FileNum2, , data 

            m = m - MaxBlocks * BlockSize 

        Loop While m > MaxBlocks * BlockSize 

    End If 

    ReDim data(m - 1) 

    Get #FileNum, , data 

    data(m - 1) = n Mod BlockSize 

#If SUPPORT_LEVEL Then 

    Select Case BlockBits 

    Case 128 

#End If 

    For i = 0 To m - BlockSize Step BlockSize 

        BlockEncrypt data, data, i, i 

    Next i 

#If SUPPORT_LEVEL Then 

    Case 192 

    For i = 0 To m - BlockSize Step BlockSize 

        Block192Encrypt data, data, i, i 

    Next i 

    Case 256 

    For i = 0 To m - BlockSize Step BlockSize 

        Block256Encrypt data, data, i, i 

    Next i 

#If SUPPORT_LEVEL = 2 Then 



 

 

    Case 160 

    For i = 0 To m - BlockSize Step BlockSize 

        Block160Encrypt data, data, i, i 

    Next i 

    Case 224 

    For i = 0 To m - BlockSize Step BlockSize 

        Block224Encrypt data, data, i, i 

    Next i 

#End If 

    End Select 

#End If 

    Put FileNum2, , data 

    Close FileNum 

    Close FileNum2 

End Function 

#If SUPPORT_LEVEL Then 

Public Function FileDecrypt(PlaintextFileName As String, CiphertextFileName As String, BlockBits As Long) 
As Long 

#Else 

Public Function FileDecrypt(PlaintextFileName As String, CiphertextFileName As String) As Long 

#End If 

    Dim FileNum     As Integer 

    Dim FileNum2    As Integer 

    Dim i           As Long 

    Dim m           As Long 'ciphertext file size 

    Dim n           As Long 'plaintext file size 

    Dim data()      As Byte 

#If SUPPORT_LEVEL = 0 Then 

    Const BlockSize As Long = 16 'bytes 

    Const MaxBlocks As Long = MaxFileChunkSize \ BlockSize 



 

 

#Else 

    Dim BlockSize   As Long 

    Dim MaxBlocks   As Long 

    Select Case BlockBits 

    Case 128:  BlockSize = 16 

    Case 192:  BlockSize = 24 

    Case 256:  BlockSize = 32 

#If SUPPORT_LEVEL = 2 Then 

    Case 160:  BlockSize = 20 

    Case 224:  BlockSize = 28 

#End If 

    Case Else: Err.Raise 1, , "cRijndael.FileDecrypt - Illegal BlockBits value" 

    End Select 

    MaxBlocks = MaxFileChunkSize \ BlockSize 

#End If 

    m = FileLen(CiphertextFileName) 

#If SUPPORT_LEVEL Then 

    If (m = 0) Or ((m Mod BlockSize) <> 0) Then 

#Else 

    If (m = 0) Or ((m And (BlockSize - 1)) <> 0) Then 'BlockSize=16 specific 

#End If 

        MsgBox "File Size Error - ciphertext file not a multiple of block size" 

        FileDecrypt = 1 

    Else 

        FileNum = FreeFile 

        Open CiphertextFileName For Binary Access Read As FileNum 

        FileNum2 = FreeFile 

        Open PlaintextFileName For Binary Access Write As FileNum2 

        If m > MaxBlocks * BlockSize Then 

            ReDim data(MaxBlocks * BlockSize - 1) 



 

 

            Do 

                Get #FileNum, , data 

#If SUPPORT_LEVEL Then 

                Select Case BlockBits 

                Case 128 

#End If 

                For i = 0 To (MaxBlocks - 1) * BlockSize Step BlockSize 

                    BlockDecrypt data, data, i, i 

                Next i 

#If SUPPORT_LEVEL Then 

                Case 192 

                For i = 0 To (MaxBlocks - 1) * BlockSize Step BlockSize 

                    Block192Decrypt data, data, i, i 

                Next i 

                Case 256 

                For i = 0 To (MaxBlocks - 1) * BlockSize Step BlockSize 

                    Block256Decrypt data, data, i, i 

                Next i 

#If SUPPORT_LEVEL = 2 Then 

                Case 160 

                For i = 0 To (MaxBlocks - 1) * BlockSize Step BlockSize 

                    Block160Decrypt data, data, i, i 

                Next i 

                Case 224 

                For i = 0 To (MaxBlocks - 1) * BlockSize Step BlockSize 

                    Block224Decrypt data, data, i, i 

                Next i 

#End If 

                End Select 

#End If 



 

 

                Put #FileNum2, , data 

                m = m - MaxBlocks * BlockSize 

            Loop While m > MaxBlocks * BlockSize 

        End If 

        'Decrypt the last piece of the file 

        ReDim data(m - 1) 

        Get #FileNum, , data 

#If SUPPORT_LEVEL Then 

        Select Case BlockBits 

        Case 128 

#End If 

        For i = 0 To m - BlockSize Step BlockSize 

            BlockDecrypt data, data, i, i 

        Next i 

#If SUPPORT_LEVEL Then 

        Case 192 

        For i = 0 To m - BlockSize Step BlockSize 

            Block192Decrypt data, data, i, i 

        Next i 

        Case 256 

        For i = 0 To m - BlockSize Step BlockSize 

            Block256Decrypt data, data, i, i 

        Next i 

#If SUPPORT_LEVEL = 2 Then 

        Case 160 

        For i = 0 To m - BlockSize Step BlockSize 

            Block160Decrypt data, data, i, i 

        Next i 

        Case 224 

        For i = 0 To m - BlockSize Step BlockSize 



 

 

            Block224Decrypt data, data, i, i 

        Next i 

#End If 

        End Select 

#End If 

        'Recover length field 

        If data(m - 1) < BlockSize Then 

            n = m - BlockSize + CLng(data(m - 1)) 

        Else 

#If SUPPORT_LEVEL Then 

            MsgBox "warning - incorrect in decrypted file." & vbCrLf & "Wrong key, keysize, or blocksize?" 

#Else 

            MsgBox "warning - incorrect in decrypted file." & vbCrLf & "Wrong key or keysize?" 

#End If 

            n = m 

        End If 

        If n > 0 Then 

            ReDim Preserve data(n - 1) 

            Put FileNum2, , data 

        End If 

        Close FileNum 

        Close FileNum2 

    End If 

End Function 

Private Sub Class_Initialize() 

#If COMPILE_CONSTANTS = 0 Then 

    Dim i          As Long 

    Dim y          As Byte 

    Dim s(7)       As Byte 

    Dim ib         As Byte 



 

 

    Dim ptab(255)  As Byte 

    Dim ltab(255)  As Byte 

    ltab(0) = 0 

    ltab(1) = 0 

    ltab(3) = 1 

    ptab(0) = 1 

    ptab(1) = 3 

    For i = 2 To 255 

    If (ptab(i - 1) And &H80) Then 

            ptab(i) = ptab(i - 1) Xor ((ptab(i - 1) And 127) * 2) Xor &H1B 

        Else 

            ptab(i) = ptab(i - 1) Xor (ptab(i - 1) * 2) 

        End If 

        ltab(ptab(i)) = i 

    Next i 

    Te4(0) = &H63636363 

    Td4(&H63) = 0 

    For i = 1 To 255 

        y = ptab(255 - ltab(i)) 

        ib = y 

        If ib And &H80 Then ib = (ib And 127) * 2 Or 1 Else ib = ib * 2 

        y = y Xor ib 

        If ib And &H80 Then ib = (ib And 127) * 2 Or 1 Else ib = ib * 2 

        y = y Xor ib 

        If ib And &H80 Then ib = (ib And 127) * 2 Or 1 Else ib = ib * 2 

        y = y Xor ib 

        If ib And &H80 Then ib = (ib And 127) * 2 Or 1 Else ib = ib * 2 

        y = y Xor ib Xor &H63 

        s(0) = y:         s(1) = s(0):         s(2) = s(0):         s(3) = s(0) 

        CopyMemory Te4(i), s(0), 4& 



 

 

        s(0) = I :         s(1) = s(0):         s(2) = s(0):         s(3) = s(0) 

        CopyMemory Td4(y), s(0), 4& 

    Next i 

    y = 1 

    For i = 0 To UBound(rco) 

        rco(i) = y 

        If (y And &H80) Then 'y = Xtime(y) 

            y = ((y And 127) * 2) Xor &H1B 

        Else 

            y = y * 2 

        End If 

    Next i 

    For i = 0 To 255 

        y = Te4(i) And &HFF& 

        's(3) = y Xor Xtime(y) 

'        s(0) = Xtime(y) 

        If (y And &H80) Then 

            s(0) = ((y And 127) * 2) Xor &H1B 

            s(3) = y Xor s(0) 

        Else 

            s(0) = y * 2 

            s(3) = y Xor s(0) 

        End If 

        s(2) = y 

        s(1) = y 

        CopyMemory s(4), s(0), 4& 

        CopyMemory Te0(i), s(0), 4& 

        CopyMemory Te1(i), s(3), 4& 

        CopyMemory Te2(i), s(2), 4& 

        CopyMemory Te3(i), s(1), 4& 



 

 

        y = Td4(i) And &HFF& 

        If y = 0 Then 'x.y= AntiLog(Log(x) + Log(y)) 

            s(3) = 0 

            s(2) = 0 

            s(1) = 0 

            s(0) = 0 

        Else 

            s(3) = ptab((CLng(ltab(&HB)) + CLng(ltab(y))) Mod 255) 

            s(2) = ptab((CLng(ltab(&HD)) + CLng(ltab(y))) Mod 255) 

            s(1) = ptab((CLng(ltab(&H9)) + CLng(ltab(y))) Mod 255) 

            s(0) = ptab((CLng(ltab(&HE)) + CLng(ltab(y))) Mod 255) 

        End If 

        CopyMemory s(4), s(0), 4& 

        CopyMemory Td0(i), s(0), 4& 

        CopyMemory Td1(i), s(3), 4& 

        CopyMemory Td2(i), s(2), 4& 

        CopyMemory Td3(i), s(1), 4& 

    Next i 

End Sub 
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